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Chapter 1: Introduction

Thi s docunment describes the LAN Manager network driver
architecture and interfaces that let a DOS or OS/ 2 system support
one or nore network adapters and protocol stacks. This
architecture provides a standardi zed way for witing drivers for
net wor k adapters and comunications protocols. It also solves

t he probl em of how to configure and bind nultiple drivers into
the desired set of |ayered protocol stacks.

Drivers witten to the interfaces defined here will function
concurrently in a systemw th other networking and protocol



drivers, and will operate correctly with the LAN Manager software
for DOS and OS/ 2.

Definition of Terns

To sinmplify the job of supporting nmultiple adapters and
protocols, the architecture defines four kinds of drivers.

- Medi a Access Control (MAC) drivers, which provide | owleve
access to network adapters. The main function of a MAC driver
is to support transmtting and receiving packets, plus sone
basi ¢ adapter managenent functions. MAC drivers are device
drivers that are |oaded during systeminitialization and remain
permanently in nenory. Since they cannot be unl oaded, they are
called "static".

- Protocol drivers, which provide higher-level comunication
services fromdata link to application (depending on the
driver). An exanple is a NetBIOS driver that provides a
NetBI OS interface at the top and talks to a MAC driver at the
bottom Protocol drivers can be device drivers, TSRs, or
transi ent DOS applications. A protocol driver is called
"static" if it cannot be unl oaded. A protocol driver is called
"dynam c" if it can be | oaded and unl oaded on demand.

- MAC- | ayer entities, which bind to real MAC drivers and
expose a new MAC-li ke layer interface on top. Possible
exanpl es are MAC bridges, test tools, or interface mappings
whi ch change the NDIS interface to nmeet sonme environnent-specific
adm ni strative requirenent.

- The Protocol Manager driver. This is a special driver that
provi des a standardi zed way for nmultiple MAC and protoco
drivers to get configuration information and bi nd toget her
into the desired protocol hierarchy. The Protocol Mnager gets
all configuration information froma central file, PROTOCOL.INI.

Scope of this Docunent

Thi s docunent defi nes:

1. Prot ocol Manager functions and interfaces for configuration
and bi nding of MAC and protocol drivers.

2. The software interface between MAC and protocol drivers.
Separate docunents will specify the configuration and interface
details for other kinds of protocol drivers, including data |ink
and transport drivers.

Changes for this Version

The major highlights of this version conpared to the last (1.0)
are:

1. Support for dynam c bi ndi ng/ unbi ndi ng of protocol nodul es,



al l owi ng protocols to be swapped in and out of nenory as
needed. No changes are required of MAC drivers to support
t he dynam c bi nd/unbind features. 1In particular NDIS 1.0.1
conformant MACs will support dynami cally binding protoco
nodul es.

2. Addi tional Protocol Manager functions to support dynamc
bi nding and future adm nistrative requirenents.

3. Sone adjustnents to the Reset MAC function, StartReset, and EndReset
primtives were made to correct some inconsistencies and keep | ogic
out of the criticial paths.

4. Additional fields were added to certain tables to provide
addi tional information. The presence or absence of these
fields can be determ ned by exam ning the length field in each
t abl e.

5. Sonme new reconmendations and clarifications on such issues
as doubl e-word alignnent of data bl ocks, the use of the
per manent station address, the copying of DS and entry points,
the use of 80386 32-bit registers, the release of internal re-
sources before confirmations, the handling of O | ength data
bl ocks, the formatting of MAC headers, the use of zero handl es,
new transnmt error codes for Token Ring to support source-
routing, and various other points that needed additiona
clarifications.

6. A standard for protocol service-specific characteristics
t abl es.

7. The inclusion of additional 802.3 and 802.5 specific
informati on and added statistics definitions.

8. Additional information and caveats to hel p devel opers.

9. The Protocol Manager now has a transient conponent (in some
configurations)called PROTMAN. EXE. This is now descri bed
with certain restricitions inposed on Protocol Manager
primtives.

10. Some new error response codes were defined.

11. A new appendi x, Appendi x E, was added to descri be sone
hel pful bind and configuration managenent utilities provided
wi th Protocol Manager.

12. Selected statistics designated as nmanditory for both
service-specific and nmedia specific statistics(802.3 and 802.5).

13. Extended 802.3 statistics to include Nunber of Underruns.

14. (OpenAdapter function expanded to permt driver return of
vendor specified warning errors and/or hardware error codes.

It is not expected that any of these changes will result in
i nconpatibilities with protocol and MAC drivers witten to



previ ous versions of this specification. Geat care was taken to
avoid creating inconpatibilities. It is the protocol's responsibility
to identify and interoperate with older ND S version driver inple-
ment ati ons that may not have inpl emented support for statistics.

A der network drivers will co-exist with network drivers witten to
this specification. However, to take advantage of new features

(such as dynam c binding), devel opers may wi sh to update their protoco
drivers tobe NDIS 2.0.1 conpliant.

Chapter 2: Configuration and Bi ndi ng

A network server or workstation includes at |east one Media
Access Control (MAC) and one protocol driver, plus the Protoco
Manager driver. Mre conplex configurations may have nultiple
MAC and protocol drivers.

The Protocol Manager is always defined in CONFIG SYS to | oad
bef ore any MAC or protocol drivers. Its job is to read the
configuration information out of the PROTCCOL.INI file and nake
this available to MAC and protocol drivers which load |ater.

MAC and protocol drivers use this information to set
initialization paranmeters and all ocate nenory appropriately. For
exanple, a NetBI OGS driver may use the configuration information
provi ded by the Protocol Manager to determne its maxi num nunber
of nanmes and sessi ons.

As each driver configures and initializes itself, it identifies
itself to the Protocol Manager using a driver-defined "nodul e
nanme" and "characteristics table". The nodul e nane defines a
ki nd of |ogical nane for the communi cation service provided by
the driver. The characteristics table provides specific
paraneters about the service and the set of entry points the
driver uses to conmunicate with other drivers. A single driver
may identify itself to the Protocol Manager as multiple |ogica
nmodul es if, for exanple, it inplenents nore than one |ayer of
protocol interface (such as transport and data |ink).

Bef ore two nodul es can communi cate, they nust be bound toget her
Binding is the process of two nodul es exchangi ng characteristics
tables so that they can access each other's entry points. This
establi shes the |inkage they need to nmake requests of one another
and i ndi cate asynchronous request conpletion. Binding is
controll ed by the Protocol Manager based on information from
PROTOCOL. INI.  Binding can be either static or dynam c for
protocol drivers. |If a protocol driver is static, thenits
binding is static. If it is dynamc, then its binding is
dynamic. A dynamc protocol driver can be unbound fromits bound
drivers prior to unloading itself frommenory. This unbinding
process is also controlled through the Protocol Manager

Configuration and Bi ndi ng Process

In the typical case of a systemw th one MAC driver and a Net Bl OS
driver, the set of drivers load and initialize as foll ows:



1. Protocol Manager |oads, initializes, and reads PROTOCCL. | N .

2. MAC driver loads. It calls CGetProtocol Managerlnfo to get any
needed configuration information, like its DVA channel .

3. MAC driver initializes and calls RegisterMddule to identify
itself as the nodul e naned e.g. "ETHERCARD." This call passes
ETHERCARD s characteristics table to Protocol Manager.

4. NetBIOS driver loads. It calls GetProtocol Managerinfo to get
any needed configuration information, |ike the maxi mum nunber
of names, sessions, and conmands to support.

5. NetBIOS driver initializes and calls RegisterMdule to
identify itself as the nodule named "NetBIGS'. This call
passes NetBIOS s characteristics table to Protocol Mnager and
i ndi cates that NetBI OS wants to bind to ETHERCARD.

6. After all device drivers have | oaded, Protocol Manager
determ nes fromthe information supplied on previous
Regi st er Modul e requests that NetBI OS nmust bind to ETHERCARD.
Using a defined dispatch address in the characteristics table
for NetBlI OS, Protocol Manager calls NetBIOS and instructs it
to bind to ETHERCARD. The call, InitiateBind, includes the
characteristics table for ETHERCARD.

7. NetBIGS calls ETHERCARD, requesting to Bind. The nodul es
exchange characteristics tables with each other. They now
have each other's entry points and are bound.

8. NetBIGS may now call ETHERCARD at its defined entry points for
transmtting and receiving packets (see next section).

If the exanple NetBI OS driver was dynami cally | oadable, the

bi nding to the ETHERCARD MAC woul d be done through the Protocol
Manager's VECTOR facility (see Chapter 7). The Vector shields
the static MAC driver fromthe details of dynam c bi ndi ng.

Chapter 3: Protocol to MAC Interface Description

The interface between a protocol and MAC driver provides for the
transm ssion and reception of network packets, called frames.
The interface includes other functions for controlling and
determ ning the status of the network adapter controlled by the
MAC.

To allow for efficient use of menmory and to minimze buffer
copies, franes being transmtted and received are passed between
protocol and MAC using a scatter/gather buffer description
convention. This passes an array of pointers/lengths called a
frame buffer descriptor. There are three types of these
descriptors, one for describing franes being transmtted

(TxBuf Descr) and two for frames being received (RxBufDescr and
TDBuf Descr) .

Overall, the calls at the protocol/nmac interface are grouped into



categories of transm ssion, reception, indication control, status
i ndi cations, and general requests. An additional category of
function, systemrequests, is generic to all drivers.

Transm ssi on

Transmtting data can work either synchronously or
asynchronously, at the option of the MAC. Protocols nust be able
to handle both cases. Prinitives are TransnitChain and
Transm t Confirm

Pr ot ocol MAC

Transmt Chain -CALL-> Call passes TxBuf Descr and uni que handl e.
MAC may copy data now or |ater.

<-RETURN- Return indicates if data has been
copied. If not, MAC now owns frame
data bl ocks and will copy them
asynchronousl y.

Later on, after data is copied by MAC
TransmtConfirm <-CALL- Call supplies unique handle from Transmt.

-RETURN- > Data bl ock ownership returned to protocol.

NOTE: |If the MACtransnits the frame synchronously, it indicates
this on the return from  TransmtChain and will not generate a
Transm t Confirm

Recepti on

Receiving data can work in either of two ways, depending on the
MAC. Protocols nust be able to handl e both cases.

- The MAC generates a Recei veLookahead indication that points to
part or all of the received frame in contiguous storage. This
is called the "l ookahead" data. The protocol may issue a
TransferData call back to the MACif it wants the MAC to copy all
or part of the received frame to protocol storage. The protocol
may, of course, copy the | ook ahead data itself. In some inple-
mentations, this may be the entire frane.

- The MAC generates a ReceiveChain indication that points to a
RxBuf Descr that describes the entire frame received. The
protocol may copy the data imediately or later. |If later, it
rel eases the frame buffer areas back to the MAC via a call to
Recei veRel ease.

Cenerally, the first approach will be inplenmented by MAC drivers
for non-host buffered network adapters, while drivers for host
buf fered network adapters will inplenent the second. Non-host
buf fered adapters that use progranmed |I/O or DMA will generally
provide a small |eading portion of the received frane as | ook



ahead data, whereas those using a single nenory mapped buffer
wi Il usually provide the whole frane.

In either case, the protocol mnust validate the received packet
very rapidly (within a fewinstructions) and to reject it if
necessary. This is very inportant to performance in a multi-
pr ot ocol environment.

The following sections illustrate the non host-buffered adapter
versus host-buffered adapter receive scenarios:

Non Host - Buf f ered Adapt er
VAC Pr ot ocol

Recei veLookahead - CALL- > Cal | passes pointer to | ookahead dat a.
Prot ocol exam nes this data.

If protocol wants the frame and | ook ahead wasn't the whol e
frame, the protocol can ask MAC to transfer the frane:

Tr ansf er Dat a <- CALL- Passes TDBuf Descr indicating where to put
the received data.
- RETURN- >
<- RETURN-

Upon return from protocol, MAC re-enabl es the hardware.

I ndi cati onConpl ete - CALL-> MAC calls protocol to allow interuppt-timnme
post processi ng.

<- RETURN-
Host - Buf f ered Adapt er
VAC Pr ot ocol
Recei veChai n - CALL- > Cal |l passes pointer to RxDataDescr.
<-RETURN- Return tells if protocol accepts
the franme, and if so, whether it
copied the data. |If accepted but
not copi ed, ownership of data
bl ocks passes to the protocol which
copi es the data asynchronously.

I ndi cati onConpl ete - CALL-> MAC calls protocol to allow
interrupt-time post processing.

<- RETURN-

Later, if protocol deferred copying the data (this may occur during
I ndi cati onConpl et e)

<- CALL- Recei veRel ease. The call supplies



t he uni que handl e from Recei veChai n.

-RETURN-> Data bl ock ownership returned to MAC.

I ndi cati on Contr ol

Two primtives let a protocol selectively control when it can be
called with indications fromthe MAC. These are |Indicati onOn and
I ndi cati onOF f .

Before calling an indication routine, the MAC inplicitly disables
indications. This nmeans, for exanple, that if another frame
arrives while the protocol is processing the indication for the
previ ous one, the protocol will not be reentered. Likew se, if
the protocol issues a TransmtChain for |oopback data fromw thin
t he Recei veLookahead indication routine, it will not be reentered
to process the | oopback data reception.

Protocol s can re-enabl e indications upon returning from
Recei veLookahead, ReceiveChain or Status indications or by
calling IndicationOn within the IndicationConplete routine.
Status Indication

Status indications are calls froma MAC to protocol that convey a
change in adapter or network status.

A status indication works much like a reception indication. The
status indication handler is entered with indications disabled

and there is a nechanismwhich will | eave indications disabled.
MAC Pr ot ocol
St at us - CALL- > Cal | passes status type and

i nformati on.
<- RETURN-
I ndi cati onConpl ete - CALL-> MAC calls protocol to allow
interrupt-time post processing.

<- RETURN-

Ceneral Requests

Ceneral requests are calls froma protocol to a MAC, asking it to
do a general function such as open or close the network adapter
or change the station address.

Ceneral requests work rmuch Iike a TransnitChain request, except
the primtives are Request and Request Confirm

Pr ot ocol MAC



Request - CALL- > I ssue request to MAC with uni que
handl e.

<-RETURN- Return indicates if request conpleted.
Later, if request conpleted asynchronously:

<- CALL- Request Confirm The call supplies
uni que handl e from Request.

- RETURN- >
If the MAC satisfies the request synchronously, it indicates this
on the return from Request and will not generate a Request Confirm
System Request s
System requests support nodul e bi ndi ng and managenent functions.
They are usually made by the Protocol Manager to a MAC or
protocol nodule, but can al so be nmade by a protocol to another

protocol or MAC nodul e.

System requests work much |ike general requests except that all
are synchronous and the requests are not nodul e specific.

Upper Modul e Lower Modul e
System - CALL- > I ssue request to | ower nodul e.

<-RETURN- Return indicates request conpl eted.

Prot ocol Manager Primtives

Prot ocol Manager primtives are requests from protocol or MAC nodul es
to the Protocol Manager for various Protocol Manager services. These
requests are always synchronous.

Prot ocol or MAC Pr ot ocol Manager
Modul e
Primtive - CALL- > | ssue request to Protocol Manager

<-RETURN- Return indicates request conpleted

Chapter 4: Data Structures

Modul e Characteristics

Prot ocol and Media Access Control (MAC) nodul es are described by
a data structure called a characteristics table. Each
characteristics table consists of several sections: a master
section called the common characteristics table and four

subt abl es. The common characteristics table contai ns nodul e-

i ndependent information, including a dispatch address for issuing



system commands like InitiateBind to the nmodule. The four

nodul e-speci fi c subtabl es are chained off the conmon
characteristics table. These define nodul e-specific paraneters
and the entry points used for inter-nmodul e comruni cation (such as
the MAC/ protocol interface functions). Wen two nodul es bind
toget her, they exchange pointers to their conmon characteristics
tables, so that each gets access to the other's descriptive

i nformati on and entry points.

NOTE: NDI'S drivers nust copy the Module DS and entry point
addresses (fromthe Common Characteristics and Upper/ Lower

Di spatch Tables) to their local data segment at Bind time. 1In
future versions of this specification, this information may be
volatile. Having this information directly accessible will also
i nprove performance. This information nust not be copied prior
to the Bind call and nmust not be used unless the Bind conpletes
successful ly.

NOTE: The information in the characteristics table for a nodul e
is primarily informational, in support of network managenent and
configuration tools. Upper nodul es binding to | ower ones w |l
NOT need to parse this information to adapt their behavior at the
interface. They will generally just use the information to
validate that they have been bound to the correct type of nodul e.
Most of the other information is provided in the structure to
support information utilities.

Sonme new fields have been added to sone of the characteristics

tables for V2.0.1. The size/length fields at the start of the

tabl es can be checked to see if the new fields are available in
the table.

Common Characteristics

The format of this information is identical for all nodul es.

Note that all information in this section of the table is static.
WORD Si ze of comon characteristics table (bytes)

BYTE Major NDIS Version (2 BCD digits - 02 for this version)
BYTE M nor NDIS Version (2 BCD digits - 00 for this version)
WORD Reserved

BYTE Maj or Modul e Version (2 BCD digits)

BYTE M nor Modul e Version (2 BCD digits)

DWORD Modul e function flags, a bit mask :

0 - Binding at upper boundary supported
1 - Binding at |ower boundary supported
2 - Dynanmically bound (i.e., this nodule can be swapped out)
3-31 - Reserved, nust be zero
BYTE[ 16] Modul e name - ASCI | Z format
BYTE Protocol |evel at upper boundary of nodul e:
- MAC
- Data link
- Networ k
- Transport
- Session
1 - Not specified
BYTE Type of interface at upper boundary of nodul e:

'O WNE



For MAC s: 1 => NMAC
For Data Links: To be defined
For Transports: To be defined

For Session: 1 => NCB
For any |evel: 0 => private (ISV defined)
BYTE Protocol level at |ower boundary of nodul e
0 - Physical
1 - MAC
2 - Data link
3 - Network
4 - Transport
5 - Session
-1 - Not specified
BYTE Type of interface at | ower boundary of nodul e:
For MAC 1 => NMAC
For Data Link: To be defined
For Transport: To be defined
For Session: 1 => NCB
For any |evel: 0 => private (1SV defined)
WORD Module ID filled in by Protocol Manager on return from
Regi st er Modul e
WORD Modul e DS
LPFUN System request di spatch entry point
LPBUF Poi nter to service-specific characteristics (NULL if none)
LPBUF Poi nter to service-specific status (NULL if none)
LPBUF Poi nter to upper dispatch table (see below, NULL if none)
LPBUF Pointer to | ower dispatch table (see below, NULL if none)
LPBUF Reserved for future expansion, must be NULL
LPBUF Reserved for future expansion, must be NULL
NOTE: LPSZ Long pointer to an ASCIIZ string

LPBUF Long pointer to a data buffer
LPFUN Long pointer to a function

In V1.0.1, the 2 bytes after the first WORD were required to be
set to 0. For compatibility with V1.0.1, an NDI S spec naj or
version nunber of 00 is interpreted the sane as maj or version
nunber 01.

The nodul e function flags bit mask nmust accurately specify the
capabilities of the nodule. The Protocol Manager uses these
fields; e.g. the "Dynam cally bound" (bit 2) flag when set

i ndicates that this nodule is a dynam cally | oadable and

unl oadabl e nodul e. Such a nodul e can only be used in the

Pr ot ocol Manager dynam c node

The upper and | ower boundary protocol level and interface type
bytes nmust accurately specify the protocol |evel and interface

type. The Protocol Manager uses these fields. |If an interface
does not support NDI S bindings or a protocol |evel is undefined
at the interface, a value at OxFF nust be used. In this case the

correspondi ng interface type is undefined.

In addition to the above comon characteristics table, a given
nmodule will typically have a set of sub-tables that are chai ned
off the comon tabl e:



- Service-specific characteristics table:
This tabl e contains descriptive information and paraneters
about the nodul e.

- Service-specific status table:
This table contains runtine operating status and statistics for
t he nodul e.

- Upper dispatch table:
This tabl e contains dispatch addresses for the upper boundary
of the nodule - i.e., the entry points it exports as a service
provi der.

- Lower dispatch table:
This tabl e contains dispatch addresses for the | ower
boundary of the nodule - i.e., the entry points it exports
as a service client.

NOTE: Under OS/2 dispatch addresses and data segnents are Ring O
selectors. This field is usually set at Rng 3 INT tine even
t hough the sel ector set nust be Ring O.

MAC Servi ce-Specific Characteristics

All MAC s use the following format for this table. This table
contains volatile information (like the current station address)
whi ch may be updated by the MAC during the course of operation
O her nmodules may read this table directly during execution

WORD Length of MAC service-specific characteristics table
BYTE [ 16] Type nanme of MAC, ASCIIZ format:
802. 3, 802.4, 802.5, 802.6, DI X, DI X+802.3, APPLETALK
ARCNET, FDDI, SDLC, BSC, HDLC, | SDN
WORD Length of station addresses in bytes
BYTE [ 16] Per manent station address
BYTE [ 16] Current station address

DWORD Current functional address of adapter (0 if none)
LPBUF Mil ti cast Address List (structure defined bel ow)
DWORD Li nk speed (bits/sec)

DWORD Service flags, a bit mask

0 - broadcast supported

1 - multicast supported

2 - functional /group addressi ng supported

3 - prom scuous node supported

4 - software settable station address

5 - statistics are always current in service-specific
status table

6 - InitiateD agnostics supported

7 - Loopback supported

8 - Type of receives

0 - MAC does prinmarily Recei veLookahead i ndi cati ons
1 - MAC does primarily ReceiveChain indications

9 - IBM Source routing supported

10 - Reset MAC supported

11 - Open / C ose Adapter supported

12 - Interrupt Request supported



13 - Source Routing Bridge supported

14 - CDT virtual addresses supported

15 - Multiple TransferDatas permtted during a single
indication (V2.0.1 and | ater)

16 - Mac normal ly sets FranmeSize = 0 in Recei veLookahead
(V2.0.1 and | ater)

17-31 - Reserved, nust be O

WORD Maxi mum frame size which may be both sent and received
DWORD Total transm ssion buffer capacity in the driver (bytes)
WORD Transm ssion buffer allocation block size (bytes)
DWORD Total reception buffer capacity in the driver (bytes)
WORD Reception buffer allocation block size (bytes)

CHAR] 3] | EEE Vendor code

CHAR Vendor Adapter code

LPSz Vendor Adapter description

WORD IRQ Interrupt |level used by adapter (V2.0.1 and | ater)
WORD Transmt Queue Depth (V2.0.1 and | ater)

WORD Maxi mum nunber of data bl ocks in buffer descriptors

supported (V2.0.1 and | ater)
Remai ni ng bytes in table (based on Length) are vendor-specific
In interpreting these tables the inplenmenter nust always bear in
m nd that additional functions may be added to future MAC s and
that the support of functions that the protocol does not need
must not prevent the protocol fromaccepting a bind for the MAC

The type name describes to the protocol the type of MAC protocol

header that the MAC driver supports. |In general, protocol stacks
must be prepared to support the types "802.3", "802.5", "D X' and
"DI X+802.3". If the native nedia of the MAC is not one of these

types (for exanple, ARCNET) then it is recomended that the MAC
devel oper must consider claimng support for one of the above
types and doing a transparent internal mapping between the
private header format of the nedia and the public header fornmat
being clainmed. Wthout support for one of the above header
formats, general protocol conpatibility cannot be guaranteed.
The |ist specified above is not exhaustive. New nanmes may be
added in the future or a vendor nay provide special MAC type
nanes for use with protocols that interoperate with special MACs
provided by that vendor. |In the latter case it is recomended
that a vendor use a MAC type nane that does not start with an
al phanuneric character to avoid conflicts with NDIS MAC type
nanes that mght be specified in future versions of this

speci fication.

The nornmal type nane of an ethernet MAC woul d be "D X+802. 3. "
See Appendi x B for references on | EEE 802.3 and D X

In the various parts of this specification, all station and
mul ti cast addresses for a given MAC have the length specified in
the "Length of Station Address" field.

The pernmanent station address nust be obtained fromthe hardware
if at all possible, as it may be used by LAN Manager for security
or admnistrative purposes. |If a PROTOCCOL.INI entry is used to
override the current station address, the permanent station



address nust not be affected. Only if there is no hardware based
addressing scheme will it be possible to override the pernmanent
station address by configuration paraneters. The current station
address will always reflect the current address as set via
paraneter or by calling Request Set Setati onAddress.

The functional address DWORD represents the functional address
bit pattern present in the last 4 bytes of an | BM conpati bl e
functional address. This excludes the first 2 bytes 0xC0, 0x00.
The functional address DWORD represents the | ogical OR of al
functional addressess currently registered to the adapters.

Mul ti cast Address List is a buffer formatted as foll ows:

WORD Maxi mum nunber of nulticast addresses
WORD Current nunber of nulticast addresses
BYTE[ 16] Multicast address 1
BYTE[ 16] Multicast address 2

BYTE[ 16] Multicast Address N

The Multicast Address List is kept packed by the MAC so that the
current nmulticast addresses occur first in the list.

Service flags indicate which optional functions are supported by
an NDIS driver. If a particular function bit is set, that
function is supported. Wen attenpts are nmade to invoke
unsupported functions, NDIS MAC drivers must respond properly by
returni ng | NVALI D_FUNCTI ON ( 0x0008) .

I f | oopback is supported in the network adapter hardware, then
bit 7 of the MAC service flags must be set.

If | oopback is not supported in hardware (bit 7 of the MAC
service flags is not set), the protocol driver nust handle this
function itself by sonme | oopback delivery of the frane to be
transmtted.

The following criteria nmust be net for |oopback

1. The destination address is the sane as the |oca
station's current station address or the destination is
a broadcast, multicast or functional address which
woul d have been received by this station if sent by another

2. The frane nust qualify for reception according to the
current packet filter

The | oopback nechani sm nmust cause the Receive indication to occur
at interrupt time (and it nust be delayed by Indicati onOf)

If IBMsource routing is used (bit 9 is set) it is the protoco
nmodul e's responsibility to encode and interpret appropriate
source routing information. This bit nmerely inplies that the
device is capabl e of sending packets with the "source routing
bit" set in the source address so that a protocol may recognize
such a packet.



Wil e the Reset MAC function (bit 10) is optional, it is strongly
recommended that those inplenenting the NDIS MAC driver support

this function. Some protocol drivers may rely on this function

to recover fromhardware error conditions.

If the service flags indicate that QpenAdapter is supported (bit
11 is set), then the protocol driver must ensure that the adapter
is open. The open status of an adapter can be determ ned by
exam ning bit 4 of the MAC status in the MAC service-specific
status table. |If the adapter is not open, then the protocol nust
i ssue an OpenAdapter Request (normally during bind-tine

processi ng).

If Source Routing Bridge is set (bit 13) then it is inplied that
the MAC is capabl e of receiving all packets on the network which
have the source routing bit set.

If GDT virtual addresses are supported (bit 14 is set) then Ring
0 &OT virtual addresses may be used to describe frames. Al

MAC s nmust support the use of physical addresses to describe
frames; however, for some MAC s it is preferable to supply a GDT
address if one is readily available. The GDT address nust remain
valid throughout the scope of its use by the MAC

If bit 16 of the service flags field is set, then the MAC driver
does not normally provide the total frame size of received data.
In this case the MAC normally calls Reci eveLookahead with the
FrameSi ze paraneter equal to 0. Setting this bit is optional

It is left to the MAC inplenentor to determ ne how frequently
returning FraneSi ze equals 0 constitutes sufficient grounds to
set this bit. However, this bit nust be reset if the MAC al ways
cal | s Recei veLookahead wi th the FraneSi ze paraneter non-zero or
if a 0O FraneSi ze paraneter is returned only for intermttent
erroneous packet reception. For V1.0.1 conpatibility, bit 16
reset gives no indication whether the MAC will return a zero
FrameSi ze paraneter or not. Some MAC and hi gher |ayer protocols
do not support "length" fields within their encoding. Such
protocols rely on knowing the size of valid frame data received
at the MAC interface and then deduce the anmount of data at their
| ayer by stripping off the |ower |ayer protocol headers. This
bit warns such protocols that the required received frame size is
not normally available at the MAC interface and that receive
frames m ght not be able to be processed. Such protocols can
refuse to bind to such MAGCs.

The maxi mum frame size nmust reflect the maxi num si ze packet that
can be both transmitted and received by the MAC client. This
size must reflect only the bytes which actually cross the ND S
boundary. For Ethernet, this value is typically 1514, since the
client does not specify the CRC bytes. Token R ng val ues vary
but do not include the non-data SD, ED and FS bytes or the FCS

The network adapter RAMis characterized by four paraneters. The
first is the nunber of bytes available for storing packets to be
transmtted, usually one or two full-size packets in size. The
second parameter is the allocation granularity, typically about



256 bytes, indicating how nuch nmenmory woul d be occupi ed by a one
byte packet pending transm ssion. The next two paraneters are

t he nunmber of bytes available for storing received packets and
the receive packet granularity. Oten these paraneters will be
af fected by PROTOCOL. I NI keywords (for exanple, specifying two
transmt buffers rather than one), and it is required that these
nunbers accurately reflect the current adapter configuration
Protocol drivers may use these nunbers to determ ne reasonabl e
wi ndow si zes, and incorrect val ues may inpact perfornance

The intent of the | EEE Vendor and Vendor Adapter Codes is that,
when used in conbination, they uniquely identify this MAC driver
for this adapter. The |IEEE Vendor Code uniquely defines the
vendor providing the MAC driver. The use of the |IEEE Vendor Code
avoi ds the need for any global registry of Vendor Adapter Codes.
The | EEE Vendor Code is assigned by the | EEE and becones the
first three bytes of a six-byte |IEEE 802 address. The Vendor
Adapt er Code specifies a particular MAC driver provided by the
Vendor for an adapter. |If the |IEEE Vendor Code is assigned to

t he Vendor, the Vendor assigns a unique Vendor Adapter Code to
each MAC driver provided. For those w thout an | EEE Vendor Code
a val ue of OxFFFFFF is required. |In this case, the Vendor
Adapt er Code is undefi ned.

The Vendor Adapter description string is an ASCIIZ string
containing a description of the adapter that could be used to
format an error nessage (for exanple, "3Com EtherLink I
Adapter™).

The transmit queue depth specifies the maxi num nunber of
Transm t Chai n requests the MAC can buffer internally. This
nunber nust be set to one if the TransmitChain inplenmentation in
the MAC i s synchronous. Each queued Transmt Chai n request
requires that the MAC driver copy at |east the chain descriptor
and i nmredi ate data, so this paraneter is generally configurable
t hrough a PROTOCOL. I NI keyword cal | ed MAXTRANSM TS. The prot ocol
driver can use this queue depth to conpute the anount of tine a
transmt mght be queued up within the NMAC

The maxi mum nunber of data buffer blocks is the maxi mum nunber of
bl ocks supported in Transmt, TransferData, and Recei veChain

buf fer desciptors. For V1.0.1 backward conpatibility this nust
be a mnimumof 8. For V1.0.1 conpatible MACs for which this
field is absent, the maxi num nunber assuned is 8.

The size of the NDI'S defined part of the MAC specific
characteristics table may increase in subsequent versions of the
specification. |If vendor specific information follows the NDI' S
defined information, a protocol using it nust check the NDI S spec
version nunber in the Common Characteristics table to determ ne
where the NDI'S specified informati on ends and t he vendor
specified information begins.

MAC Service-Specific Status Tabl e

The MAC service-specific status and nedi a-specific statistics
tabl es provide information about the status of and traffic



through a MAC. Since these tables can be updated by the NMAC
driver at interrupt time, a protocol nust ensure that these
tables are read with interrupts disabled. The MAC nust update
this table (and the medi a-specific statistics table if present)
atom cal ly.

WORD Length of status table
DWORD Date/ti me when diagnostics |ast run (OxFFFFFFFF if not run).
Format is seconds since 12: 00 M dni ght January 1, 1970
DWORD MAC status, a 32-bit nask:
0-2 - Opcoded as fol |l ows:
Har dware not installed
Hardware failed startup di agnostics
Hardware failed due to configuration problem
Har dwar e not operational due to hardware fault
Har dware operating marginally due to soft faults

APrWO~NODAWNEFO

-6 Reserved
- Hardware fully operational
- If set, MAC is bound, else not bound
- If set, MAC is open, else not open (if adapter
doesn't support open/close function, set to 1 if
hardware is functional)
5 - If set, adapter diagnostics are in progress (V2.0.1

and | ater)
6-31 - Reserved, nust be zero
WORD Current packet filter, a bit mask:
0 - directed and multicast or group and functional
1 - broadcast
2 - prom scuous
3 - all source routing
4-15 - Reserved, nust be zero

Statistics for MAC s
Statistics in bold are nandatory, all others are strongly reconmended,
OxFFFFFFFF means not support ed.
Reserved slots should return as OxFFFFFFFF (unsupportd).

LPBUF Pointer to nmedia specific statistics table (may be NULL)

DWORD Date/tine when last ClearStatistics issued (OxFFFFFFFF
if not kept) format is seconds since 12:00 M dni ght
January 1, 1970

DWORD Total franes received K

DWORD Total frames with CRC error

DWORD Total bytes received

DWORD Total franes discarded - no buffer space

DWORD Total multicast franes received OK

DWORD Total broadcast franes received OK

DWORD Reserved (Obsol ete statistic)

DWORD Reserved (Obsol ete statistic)

DWORD Reserved (Obsol ete statistic)

DWORD Reserved (Obsol ete statistic)

DWORD Reserved (Obsol ete statistic)

DWORD Total franes discarded - hardware error

DWORD Total frames transmitted OK

DWORD Total bytes transmitted OK

DWORD Total nulticast franes transmtted

DWORD Total broadcast franes transmtted



DWORD Reserved (Obsol ete statistic)

DWORD Reserved (Obsol ete statistic)

DWORD Total frames not transmtted - tinme-out
DWORD Total Frames not transmtted - hardware error

Remai ni ng bytes (based on Length) in table are vendor specific.

Al statistics counters are 32-bit unsigned integers that wap to
zero when the maxi num count is reached after which the counters
will continue to count. Wen updating these counters, a frane is
counted in all the supported counters that apply. The case of an
unsupported counter (OxFFFFFFFF) can be distinguished fromthe
situation wherby a counter is about the wap around if the val ues
of the counters are checked at bind tines. |If the initial value
of the counter is OxFFFFFFFF, then the counter is not supported.
O herwi se the counter is supported and OxFFFFFFFF at a later tine
means the counter is about to wap around.

SERVI CE SPECI FI C STATI STI CS DEFI NI TI ONS

Total frames received ok
(Nunmber O FranesRecei vedOK) - corresponding 802. 3 statistics

This contains a count of franes that are successfully received.
It does not include "franes with errors”, as listed in non-nedia
specific statistics item7.

Frames received with CRC error
This contains a count of franes that are an integral nunber of
bytes in I ength and do not pass the FCS check. Reports on CRC
errors "as the station sees it".

Total bytes received ok
This contains a count of bytes in franes that are successfully
received. It includes bytes fromreceived nulticast and broadcast
frames. This nunber should include everything, starting from
destination address up to but excluding FCS. Source address
destination address, length (or type) and pad are included. It
shoul d exclude FCS and the preanbl es.

According to this definition, this NDIS statistics is not exactly
the sanme as 802. 3's Nunber O Byt esRecei vedOK, which does not i nclude
the octets in the address and |l ength/type fields.

Frames di scarded - no buffer space

Frames di scarded by MAC driver due to a |l ack of buffer space.

Mul ti cast frames received ok
(Nunmber O Mul t i cast FranmesRecei ved(K)

This includes all of the nulticast franes the MAC driver received
successful | y.

It does not include "frames with errors" as listed in non-nedi a
specific statistics item7.



Br oadcast frames received ok.
(Nunmber O Br oadcast FranesRecei ved(K)

This includes all of the broadcast franes the MAC driver receives
successful ly.

It does not include "frames with errors" as listed in non-nedi a
specific statistics item7.

Franmes di scarded - hardware error

Frames di scarded due to hardware error
Definition of this statistic should be adapter spacific.

Total franes transmtted ok
(Nunmber O FramesTransm t t edOK)

Total nunmber of franes transmtted successfully.

Total bytes transmtted ok.
Total number of bytes transmitted successfully.
Thi s nunber shoul d include everything, starting fromdestination
address up to but excluding FCS. Source address destination
address, length (or type) and pad are included. It should exclude

FCS and t he preanbl es.

Mul ticast frames transmtted ok
(Nunmber O Mul t i cast FranesTransmi tt edCOK)

Nunber of frames transmitted successfully to non-broadcast group
addr ess.

Broadcast frames transmtted ok
(Nunmber O Br oadcast FranesTr ansmi t t edOK)

Nunber of frames transmitted successfully to broadcast address.
Frames not transmitted - tine-out
This contains a count of franes that could not be transmitted
due to the hardware not signaling transm ssion conpletion
for an excessive period of tinme.
Frames not transmitted - hardware error
This contains a count of franes that could not be transmitted
due to a hardware error. This count shoul d exclude DVA underrun
error which itself is a separate counter (Frames transmtted
with underun). Definition of this statistic should be adapter specific.
MAC Upper Dispatch Table
The nunber and meani ng of di spatch addresses provi ded here apply

to the boundary between a MAC and a protocol. This may differ at
ot her protocol boundaries. Note that each upper/lower nodul e



bi ndi ng may have its own unique set of dispatch addresses that is
set up when the nodul es exchange characteristics tables. This
can be achi eved by exchangi ng copi es of the comon
characteristics table, where the copy has the desired pointers to
the specific dispatch tables for the binding.

LPBUF Back pointer to common characteristics table
LPFUN Request address

LPFUN Transm t Chai n address

LPFUN TransferData address

LPFUN Recei veRel ease address

LPFUN | ndi cati onOn address

LPFUN I ndicationOf address

NOTE: No di spatch address is allowed to be NULL.
Prot ocol Service-Specific Characteristic Table
For conpatibility with future versions of this specification, al

protocols nmust provide a protocol service-specific
characteristics table which starts with the follow ng fields:

WORD Length of protocol service-specific characteristics table
BYTE [ 16] Type nane of protocol, ASCI|Z fornmat:
WORD Protocol type code

This may be followed by protocol -specific information.

The protocol type name will be used in future versions of this
specification. Specific type names for different protocol types
will be defined later. Protocol type codes will also be defined
[ater. For the nonment these two fields are sinple place hol ders
and nust be set to null string and zero respectively.

Prot ocol Lower Dispatch Table

The protocol |ower dispatch table is specified in the
characteristics table for the protocol binding to the MAC. The
characteristics table for the MAC actually does not supply a

| ower dispatch table (the pointer to it is NULL).

LPBUF Back pointer to common characteristics table
DWORD Interface flags (used by Vector frame dispatch):
0 - Handl es non-LLC franes
1 - Handl es specific-LSAP LLC franes
2 - Handl es non-specific-LSAP LLC franes
3-31 - Reserved nust be zero
LPFUN Request Confirm address
LPFUN Transnit Confirm address
LPFUN Recei veLookahead i ndi cati on address
LPFUN | ndi cati onConpl et e address
LPFUN Recei veChain indication address
LPFUN Status indication address

NOTE: No di spatch address is allowed to be NULL.

Characteristic Tables for NetBICS Drivers



Net BI OS drivers witten to the existing LAN Manager Ri ng0 Net Bl OS
specification can be adapted to fit into the Protocol Manager
structure by defining a common characteristics table for them
shown bel ow. Note that such a NetBIOS driver nust still respond
to the existing LAN Manager Net Bl CS Li nkage bi ndi ng mechani sm
these drivers will only use Protocol Manager binding at their

| ower boundary (to the MAC). A variant kind of NetBl OS nodul e
will be defined in the future that takes advantage of Protocol
Manager bi nding at both boundari es.

Common characteristics for NetBICS drivers

WORD Si ze of comon characteristics table (bytes)

BYTE Maj or NDIS Version (2 BCD digits)

BYTE M nor NDIS Version (2 BCD digits)

WORD Reserved

BYTE Maj or Modul e Version (2 BCD digits)

BYTE M nor Modul e Version (2 BCD digits)

DWORD Modul e function flags, 0x00000002 (binds |ower)

BYTE[ 16] Net BI CS Mbdul e nane

BYTE Protocol |evel at upper boundary of nodule: 5 = Session
BYTE Type of interface at upper boundary of nmodule: 1 = LANVAN NCB
BYTE Protocol level at |ower boundary of nodule: 1 = MAC
BYTE Type of interface at |ower boundary of nmodule: 1 = MAC
WORD Net BI OS Modul e |1 D

WORD Net Bl OS Modul e DS

LPFUN System request di spatch entry point

LPBUF Poi nter to service-specific characteristics (see bel ow)
LPBUF Poi nter to service-specific status, nust be (NULL)
LPBUF Poi nter to upper dispatch table (see bel ow

LPBUF Pointer to | ower dispatch table (see bel ow)

LPBUF Reserved, nust be NULL

LPBUF Reserved, nust be NULL

Upper dispatch table for a NetBl OS nodul e:

LPBUF Back pointer to conmon characteristics table
LPFUN Request address
LPFUN Net Bl OS NCB handl er (LANMAN cal i ng conventi ons)

Lower dispatch table for a NetBlI OS nodul e:

LPBUF Back pointer to conmon characteristics table
DWORD Interface flags (used by Vector franme dispatch):
0 - Handl es non-LLC franes
1 - Handl es specific-LSAP LLC franes
2 - Handl es non-specific-LSAP LLC franes
3-31 - Reserved nust be zero

LPFUN Request Confirm addr ess

LPFUN Transm t Confirm addr ess

LPFUN Recei veLookahead i ndi cati on address
LPFUN I ndi cati onConpl et e address

LPFUN Recei veChai n i ndi cati on address
LPFUN Status indication address

Servi ce-specific characteristics for a NetBl OS nodul e:



WWORD
BYTE [ 16]
WWORD

Thi s may

Length of Net Bl S nodul e service-specific characteristics table
Type nanme of NetBI OGS nodule, ASCIIZ format:
Net Bl OS nodul e type code

be fol |l owed by nodul e-specific information

The protocol type name will be used in future versions of this

specification. Specific type names for different protocol types
will be defined later. Protocol type codes will also be defined
[ater. For the nonment these two fields are sinple place hol ders

and nust

be set to null string and zero respectively.

Frame Data Description

The MAC describes frane data with a data structure called a
buf fer descriptor. The descriptor is composed of pointers and
| engt hs which describe a logical frane. Buffer descriptors are

ephener a

objects. A descriptor is valid only during the scope

of the call that references it as a paraneter. The called
routi ne nust not nodify the descriptor in any way. |If the called
routine needs to refer to the described data bl ocks after
returning fromthe call, it nmust save the information contai ned
in the descriptor.

Dat a bl ocks descri bed by descriptors are long-lived. Oanership
of the data blocks is inplicitly passed to the nodule that is

call ed w

th the descriptor. The called nodul e relinquishes

ownership back to the caller either via setting a return

ar gunent,
nodul e.

or by later issuing a call back to the supplying
Under OS/ 2, sone pointers may be either GDT virtua

addresses or physical addresses. |In this case the pointer has an
associ ated poi nter type opcoded field. Defined values are 0 for

physi cal

address and 2 for GDT virtual addresses. GDT virtua

addresses may be supplied to the MAConly if bit 14 of the
service flags in the MAC service specific characteristics table

is set.

The GDT address nust remain valid throughout the scope

of its use by the MAC

Under DOS there is no distinction between physical and virtual
addresses. All addresses in this case are segnent: offset. Care
must be taken to ensure that the segnent offset plus data | ength
do not exceed the 64K segrment boundary. The pointer type field
if present is always encoded as a O.

For performance reasons, it is recommended that data bl ocks used
for transm ssion and reception be doubl e-word aligned where

possi bl e.

Both MAC and protocol NDI S drivers nmay choose to

perform byte, word or dword nmenory novenent w thout first

ensuring

proper alignment. This will result in reduced

performance in conbination with drivers which do not guarantee
such al i gnnent.

A buffer

descriptor may contain one or nore data bl ocks of |ength

zero. In this case the other fields in the data block (Data Ptr

and Dat a

Type) may not be valid and nust be ignored.



Transmt Buffer Descriptor

Al transmt data is passed using a far pointer to a transmt
buf fer descriptor, TxBufDescr. The format of this descriptor is:

WORD  TxI mredLen ; Byte count of immediate data; max is 64

LPBUF  TxI nmedPtr ;Virtual address of inmedi ate data

WORD  TxDat aCount ; Count of remaining data bl ocks; max is
confi gurabl e

Fol | owed by TxDat aCount instances of:

BYTE  TxPtrType ; Type of pointer (0=Physical, 2=@GDT)
BYTE TxResByte ; Reserved Byte (nust be 0)

WORD  TxDat alLen ; Length of data bl ock

LPBUF TxDat aPtr ; Address of data bl ock

In a TxBuf Descr structure, the i medi ate data described by the
first two fields is ephenmeral and nmay be referenced only during
the scope of the call that supplies it. Such inmrediate data is
al ways transmtted before data descri bed by TxDatalen and
TxDataPtr pairs. |If the called routine needs to refer to the

i medi ate data after returning fromthe call, it must copy the
data. The maxi mum size of imediate data is 64 bytes. For
V2.0.1 MACS or |ater the maxi mum TxDat aCount is specified in the
MAC specific characteristics table. For V1.0.1 MACs the maxi mum
count is 8.

Transfer Data Buffer Descriptor

Transfer data can be described by a far pointer to a transfer
data buffer descriptor, TDBufDescr. Transfer data buffer
descriptors have the foll ow ng format:

WORD TDDat aCount : Count of transfer data bl ocks; max is
configurable

Fol | owed by TDDat aCount instances of:

BYTE TDPt r Type ; Type of pointer (0=Physical, 2=@GDT)
BYTE TDResByt e ; Reserved Byte (nust be 0)

WORD TDDat aLen ; Length of data bl ock

LPBUF TDDat aPt r ; Address of data bl ock

For V2.0.1 MACs or later the maxi num TDDat aCount is specified in
the MAC specific characteristics table. For V1.0.1 MACs the
maxi mum count is 8.

Recei ve Chain Buffer Descriptor

Recei ve chain data can be passed by a far pointer to a receive
chain buffer descriptor, RxBufDescr. Receive chain buffer
descriptors have the foll ow ng format:

WORD RxDat aCount : Count of receive data blocks; max is
configurabl e



Fol | owed by RxDat aCount instances of:

WORD RxDat aLen ; Length of data bl ock
LPBUF RxDat aPt r :Virtual address of data bl ock

For V2.0.1 MACs or |later the maxi mum recei ve data bl ock count is
specified in the MAC specific characteristics table. For V1.0.1
MACs the maxi num count is 8.

For received frames that are |larger than 256 bytes, the first
data bl ock of the frame nmust be at |east 256 bytes |long. Franes
| ess than or equal to 256 bytes will be passed up with

RxDat aCount equal to 1.

PROTOCAL. | NI

The PROTOCOL.INI file stores configuration and bi ndi ng
information for all the protocol and MAC nodul es in the system
The file uses the same general format as the LANMAN.INI file. It
consi sts of a series of naned sections, where the section nanme is
in fact the nodul e name froma nodul e characteristics table.

Bel ow t he bracketed nodul e name is a set of configuration
settings for the nmodul e in name=value format. For exanple:

[ MYNet Bl OS]

Dri ver name = Net Bl OS$
Bi ndi ngs = ETHERCARD
MaxNCBs = 16

MaxSessi ons = 32
MaxNanes = 16

The rules for PROTOCOL.INl contents are:

- Bracketed nmodul e name. Mist be the nanme of a protocol or MAC
modul e, e.g. [MYNetBIOS]. This is the nane of the nodul e as
defined in that nodul e's characteristics table. The nanme nust
be 15 characters or less (not counting the brackets). M xed
case may be used but the Protocol Manager will convert it to
uppercase when it reads the file into nenory.

- Drivername = <device driver nane>. This paraneter is required
for all device driver nodules. It defines the nanme of the OS5/ 2
or DOS device driver that the nodule is contained in. Note
that a single device driver name may be nentioned by several
sections of the PROTOCOL.IN file, if the driver contains
multiple | ogical nodules. The Drivername paraneter is the
recommended net hod by which a nodul e searches for its nodul e
section in the PROTOCOL.INI file to get its configuration
paraneters. This allows the nodule to find all relevant nodul e
sections based on a single nane intrinisic to the nodul e
i ndependent of the particul ar bracketed nodul e nane used in the
PROTOCOL. INI file. This keyword is also required for DOS
dynam ¢ nodul es |ike TSRs or transient application nmodul es.

Al t hough there is no driver nane instrinsically assigned to
such nmodules it is required that a uni que nane be assigned to
this keyword for such nodules anyway. In this way the sane



search nechani sm used by device drivers can be used by dynam c
DOS modul es to find their rel evant nodul e sections in
PROTOCOL. | NI .

Bi ndi ngs = <nmodul e nane> | <nodul e name>, <nbdul e nane>,

This paraneter is optional for protocol nodules. It is not
valid for MAC nodules. |If present, it is used by the protocol
nodul e to determ ne what MAC nodules it will ask to bind to.
(I'n other words, changing this paraneter in the PROTOCOL. | NI
file can reconfigure a protocol to bind to a different MAC.).
The Bi ndi ngs paraneter may be onmtted if the protocol driver
software is preconfigured to bind to a particular MAC, or if
the systemw ||l only contain one MAC and one static protocol
module. In the latter case (only in static node), the Protocol
Manager by default will ask the one static protocol to bind to
the one NMAC.

O her keywords and paraneters. Any other keyword=val ue
statements are nodul e specific. Keyword nanes nust be 15
characters or less. They may be m xed case but are converted
to uppercase when read by the Protocol Manager. Note that
keyword nanmes are unique within the scope of each <npbdul e nane>
section and can appear within the section in any order.

Wi t espace around the equals sign is not significant, nor is
trailing white space on the Iine. Except for this |eading and
trailing white space, all other characters of the value string
are taken verbatim

Alist of 0 or nore paraneters can appear to the right of the
equal s sign. If there are no paraneters the equals sign can be
optionally omtted. A paraneter is term nated by a space, tab,
comma, or semcolon. No paraneters are interpreted by the

Pr ot ocol Manager.

A paraneter can either be up to a 31-bit signed nunmeric val ue
or a string of any | ength.

A nuneric parameter can be expressed either in decinmal or
hexadeci mal format. All nunmeric paraneters nust start with the
characters '0' through "9" or by a + or - followed by the '0'
to' 9" character. A hexadeci mal paranmeter nmust start with 'O0x'
or '0X and use valid hexadecinmal digits. A non-hexadeci nal
nuneric parameter is treated as decimal integer. A paraneter
not surrounded by quotes and starting with O to 9 or + and -
followed by O to 9 will be assuned to be a nuneric paraneter.

A string is a paraneter which either starts with a non-nuneric
character or is surrounded with quotes ("...."). The string is
preserved in the nenory inmage as it appears in PROTOCOL. I NI .

Aline starting with a semicolon in colum 1 is a conment and
is ignored. Blank lines are ignored too.

Lines may be as long as required. Continuation |lines are not
supported. Lines end with CR LF.



- Tabs, fornfeeds, and spaces are considered to be white space.

The Protocol Manager supports an optional section with optional
keywor ds defined bel ow

[ PROTVAN]

Drivername = PROTMANS
Dynam c = YES or NO
PRICRITY = protl, prot2,
Bi ndstatus = YES or NO

The bracketed nmodul e name can be any valid name as long as it is
unique within this PROTOCOL.INI. Drivernane is required and mnust
be assigned PROTMANS, identifying the section as belonging to the
Prot ocol Manager. None of the entries are case-sensitive.

The DYNAM C keyword is optional. It defaults to NOif not
present. |If set to NO the Protocol Manager operates only in the
static node and does not support dynam c protocol drivers. If

set to YES, the Protocol Manager operates in the dynam c node and
supports both static and dynam c bindi ng.

The PRIORITY keyword is optional. |If absent, then the VECTOR
uses default denmultiplexing priority if multiple protocol drivers
are bound to the same MAC (see Vector Demultiplexing in Chapter
7). If present, the paraneters on the right-hand side are
presuned to be a list of protocol nodul e names, highest priority
first. The VECTOR prioritizes protocol drivers for

demul tiplexing (if necessary) according to their order in the
list, and packets are offered to the first protocol driver listed
first. Protocol drivers not listed are assigned default priority
AFTER those listed. It is not necessary that a protocol driver
ever bind for it to be listed here.

The BI NDSTATUS keyword is optional. |If absent, then the

Bi ndSt at us command i s not supported by the Protocol Manager. |If
set to YES, then BindStatus is supported by the Protocol Manager.
The default disable condition is a nmenory optimzation feature
primarily for DOS environments.

VWhen syntax errors are detected in processing the PROTOCOL. | NI
conmands, by convention, all ND S drivers shoul d:

1) Di splay a error nmessage detail exact syntax problem
2) Assune sone non-fatal value for the paraneter associated
with the error and conpl ete processing.

Configurati on Menory | mage

Wen the Protocol Manager initializes, it reads PROTOCOL. Nl and
parses it into a nenory inmage that it nakes available to MAC and
protocol nodules via the Get Protocol Minager Info call. The
parsed image is formatted to make it easy for run-tinme nodules to
interpret. Al information contained in PROTOCOL.IN is present
in the menory image in the sane order as in the file. (Comrents
and white space are of course not present in the inage). Note
that in static node the inage is only avail able during device



driver initialization time. In dynam c node the inage may
additionally be created by a utility which then registers it with
t he Protocol Manager.

The structure definitions defined bel ow do not conformrigorously
to C |l anguage syntax. They provide a pseudo C-like |anguage to
define the data structures encoded in the configuration nenory

i mage.

Conf i gMenor yl mage

The Confi gMenoryl mage data structure defines the conplete nenory
imge for all |ogical devices read fromthe PROTOCOL. I N
configuration file. It is a doubly linked list of Mdul eConfig
structures. Each Mdul eConfig structure corresponds to one
nodul e. The ConfigMenoryl mage structure is defined as foll ows:

struct Confi gMenoryl mage

{
struct Mdul e Config(1l) Modul e(1);
struct Mdul e Config(2) Modul e(2);
struct Mdul eConfig(N) Mdul e(N);

b

wher e:

N=t he nunber of nodul es encountered by the Protocol Manager when
parsing the configuration file PROTOCOL. | NI .

Modul eConfi g

The Modul eConfig(i) structure defines the nmenmory image for
configuration parameters corresponding to one (bracketed nane)
nmodul e. For the (i)th nodule specified in PROTOCOL.INl it is
defined as foll ows:

struct Mdul eConfig(i)

{
struct Mdul eConfig(i+1) far *NextMdul e;
struct Mdul eConfig(i-1) far *Prev Mdul e;
unsi gned char Mdul e Nane [ 16];
struct KeywordEntry(1l) KeywordEntry(1);
struct KeywordEntry(2) KeywordEntry(2);
.st.ru.ct Keywor dEnt ry(N) Keywor dEntry(N);

b

wher e:

N = the nunber of keyword entries encountered in the PROTOCOL. I N
file for this nodul e.

Next Modul e = a FAR pointer to the next nodul e configuration
structure. NULL if this is the structure for the |ast nodul e.
For OS5/ 2 the selector is a Ring 3 selector. For DOS the pointer
is a segnent:offset pair.



PrevMbdul e = a FAR pointer to the previous nmodul e configuration
structure. NULL if this is the structure for the first nodul e.
For OS5/ 2 the selector is a Ring 3 selector. For DOS the pointer
is a segnent:offset pair.

Modul eNane = array containing the characters of the nmodul e name
(given in brackets in the configuration file). This is an ASClIZ
string consisting of a maxi mum of 15 non-null uppercase characters.

Keywor dEnt ry

For each keyword line in the configuration file for the nodule a
menory image structure is created specifying the keyword and the
paraneter values. The (j)th keyword encountered in the
PROTOCOL. INI file for the nodule is defined as follows:

struct KeywordEntry(j)

{
struct KeywordEntry(j+1) far *NextKeywordEntry;
struct KeywordEntry(j-1) far *PrevKeywordEntry;
unsi gned char Keyword[ 16];
unsi gned NunPar ans;
struct Paran(l1l) Paran{l);
struct Paran(2) Paran{2);
struct Paranm({N) Paran(N);
b
wher e:
N = the nunber of paraneters entered with the keyword. If N =0

the parameters are not present.

Next Keywor dEntry = a FAR pointer to the next keyword entry
structure in the menory image. NULL if this is the |ast keyword
entry. For O5/2 the selector is a Ring 3 selector. For DCS the
pointer is a segment:offset pair.

PrevKeywor dEntry = a FAR pointer to the previous keyword entry
structure in the menory image. NULL if this is the first keyword
entry. For O5/2 the selector is a Ring 3 selector. For DCS the
pointer is a segment:offset pair.

Keyword = the array containing the characters of the keyword
found in the configuration file. This is an ASCIIZ string
consi sting of a maxi num of 15 non-null characters. The case of
al phabetic characters will be uppercase in the nenory image.

NunParans = the nunber (N) of parameters entered with the keyword
each paraneter described by a paramstructure. The value is O if
no paraneters were present.

Param(k) = the (k)th parameter structure to specify the val ue of
one paraneter in a list of paraneters for a keyword.
"Paran(k+1)" follows Paramk) in sequence within the nenory

i mge. Each paraneter is delimted by a length field for the



paraneter. It is assunmed that a keyword's fields will be parsed
sequenti al | y.

Par am

For the (k)th paraneter defined in a paraneter list for a
specific keyword the followi ng structure defines its val ue and
attri butes:

struct Param(k)

{
unsi gned Par anilype;
unsi gned Par anlLen;
uni on Par anVal ue
{
| ong Nuneri c;
unsi gned char String[ STRINGLEN] ;
H
i
wher e:

STRINGEN = Il ength of the ASCI|1Z paraneter string (including the
termnating NULL) for string paraneters.

Par anifype = the type of paraneter. The follow ng types are supported:
0 - signed integer supporting up to 31 bit val ues | east
significant byte first.
1 - a string of characters.

ParaniLen = the length of the paraneter value. The |length
could be one of the following either be 4 for nuneric
paraneters or STRINGLEN for string paraneters where
STRINGLEN is the Iength of the string (including the
term nating NULL).

Nuneric = a 31-bit signed nuneric val ue.

String = an ASCI | Z character string. The case of al phabetic
characters in the string is preserved fromthat in PROTOCOL. | NI .

The size of the Param (k) structure is thus Paranien + 4.

Bi ndi ngsLi st

For each nodule that registers with the Protocol Manager a

Bi ndi ngsLi st structure may be given to the Protocol Manager
speci fying the set of nodules that the given nodul e wishes to
bind to. The current nodule will require services fromthese
ot her nodules. This structure is defined as foll ows:

struct Bi ndi ngsLi st

{
unsi gned NunBi ndi ngs;
struct Mdul e

{



char Modul eNane[ 16] ;

} BoundDri ver [ NUMBI NDI NGS] ;
3

wher e:

NunBi ndi ngs = the nunber (NUMBI NDI NGS) of nodul es that the

speci fied nodul e wants to be bound to it frombelow. In the
static default binding node of one static protocol and one MAC, a
value of 0 inthis field nmeans for the protocol that it will bind
to the MAC. (O herw se in the non-default binding node, a val ue
of Ointhis field means that the nodul e has no | ower bindi ngs.

Modul eNanme = an ASCI I Z string specifying the | ogical name of a
nodul e whi ch the current nodul e wi shes to have bound to it from
bel ow. Maxi mum of 15 non-null characters. The Protocol Mnager
wi Il convert all al phabetic characters to uppercase.

BoundDriver = an array of NUMBI NDI NGS nodul e nanes specifying the
list of nodules to which the current nodule wants to be bound.

The order of the modules in the list is significant in that
InitiateBind requests will be issued to the protocol nmodule in
this order.

Chapter 5: Specification of Primtives
I mpl ement ers shoul d obey the foll owi ng general guidelines:

- Al primtives specified in this section can be called in
protected node in either interrupt or task context under OS/ 2.
Since any primtive may be called in interrupt context it is
illegal to block during the execution of a primtive.

- All routines must run (as much as possible) with interrupts
enabled. Interrupt handlers nmust dismss the interrupt at the
8259 as soon as possi bl e.

- An indication handler will normally be entered with interrupts
enabl ed. The handl er may enable or disable interrupts if it
chooses and on return the MAC nust assume that the interrupt
state may have been changed.

- Under Ms-DCS indication handl ers nust assune they have only 200
bytes of stack space. |If nore stack space is needed then the
handl er nust supply a stack

- Confirmation and IndicationConpl ete handlers nust be fully re-
entrant and are always entered with interrupts enabl ed. Under
DOS Confirmati on and | ndicati onConpl ete handl ers must assume
they are entered on whatever stack the interrupt occurred on

- A confirmation handler may be entered with the confirmation for
a request before the request has returned.



It is reconmended that a MAC rel ease the internal resources
associated with either TransmitChain or a request before
calling the confirmation handler. This allows the protocol to
submit a new TransmtChain or request fromthe confirnmation
handler. Failing to do so may have a significant inpact on
per f or mance.

A protocol nust assunme whenever it gives control to a MAC that
interrupts nmay be enabled by the MAC unl ess ot herw se
explicitly specified.

When passing a virtual address to one of these primtives under
0S/ 2 the address nust be a Ring 0 GDT address unl ess ot herw se
specified. The interrupt service routine portion of the MAC
must handl e the fact that this address may not be valid if an
interrupt occurs in real node.

All primtives have a set of specific error codes defined. In
general, MAC s and protocols must return these specific codes.
However it is acceptable to return GENERAL_FAILURE for any non-
recoverable failure. ND'S devel opers nust be aware that new
error codes nmay be added in the future and nust design their
code to allow for this.

If a particular entry point or function is not supported by an
NDI S protocol or MAC driver, the entry point nust still be
exposed and an error (I NVALI D_FUNCTI ON 0x0008) returned if it
is called. Crashing when an unsupported request is nmade is
unaccept abl e.

Parameters are passed on the stack conpatible with Mcrosoft C
FAR Pascal calling conventions. On entry to any routine the
call ed nodul e nust save the caller's DS before setting its DS
fromthe "dataseg" parameter. At exit the caller's DS nust be
restored. Furthernore the called nodule nust follow standard
M crosoft C conventions about saving "register variable" SI and
D registers if these are used. Mdul es which use the 80386
registers EDI, ESI and EBP nust preserve these registers also.
The direction bit is assuned to be clear on entry and nust be
cl ear upon exit. These conventions apply for calls in both
directions across the NDI'S MAC i nterface.

Direct calls return in AX a return code specifying the status
of function invocation. Those functions specified as using
I OCTLs return this in the status field of the request bl ock.

Before calling a nodule in OS/2 it is the caller's
responsibility to ensure that it is currently executing in
protected node. |If it is running in real nmode it nust do an
0S5/ 2 "Real ToProt" DevH p call before calling the inter-nodul e
interface function. Furthernore in OS/2 the inter-nodule call
can only be nmade at post CONFIG SYS INIT tine since all
selectors are Ring O selectors.

A MAC starts with packet reception disabled. A protocol nust
call SetPacketFilter to enable reception of packets.



It is recommended that the nunber of Request commands whi ch can
be sinultaneously queued by the MAC be configurable. The
suggested keyword in the configuration file is "MaxRequests."
The recommended default is 6. The suggested range is 1 to 10.

The nunber of Transm t Chai n commands whi ch can be

si mul t aneously queued by the MAC nust be configurable. The
suggested keyword in the configuration file is "MaxTransmts".
The recommended default is 6. The suggested range is 1 to 50.

On a D X or 802.3 network, packet buffers received may have
been padded to the m ni num packet size for short packets. It
is the responsibility of the MAC client to examine the length
field if present and strip off the padding.

For DI X or 802.3 networks the MAC client can transmt a buffer
with packet length smaller than the mininum It is the
responsibility of the MAC to provide the required paddi ng bytes
before transm ssion on to the wire. The content of the padding
bytes is undefined.

Protocol drivers conformng to this specification are expected
to format and interpret MAC headers for the MAC driver types
supported. Cenerally, protocols are expected to support

802.3, DI X, and 802.5 MAC headers. It is recommended that MAC
drivers for other media types consider claimng to be one of
the above types and doing a transparent internal napping
between that and its own private MAC header format. In doing
so, the MAC will be able to claiminteroperability (assum ng
the appropriate testing is done) with nmost protocol drivers
devel oped for LAN Manager.

In the absence of any such conversion, the MAC header is passed
protocol -to- MAC or MAC-to-protocol in exactly the format in
which it exists on the medium The CRC and non-data fields are
not passed across this boundary. Therefore the Ethernet CRC
and the Token Ring SD, FCS, ED and FS fields are not passed and
will not be included in the packet length. The protocol nust
convert header fields found in the header buffer passed up to
what ever format is required to conveniently store themin | ocal
menory. For exanple multi-byte fields (e.g., 802.3 length) may
not be received in the byte order that is normally used by the
CPU for storing multi-byte paraneters. For exact format of the
MAC header refer to the appropriate standards docunent (see

Appendi x B).

For performance reasons, it is recomended that PhysToGDT be
used whenever possible instead of PhysToVirt.

Conmmonly Used Parameters

Prot1 D The uni que nodule ID of the protocol, assigned at bind

time by the Protocol Manager.

MACI D The uni que nodule ID of the MAC, assigned at bind tine

by the Protocol Manager.



ReqHandl e A handl e assigned by the protocol to identify this
request. If the request is inplenented asynchronously
by the MAC driver in question, this handle is returned
on the confirmation call used to indicate conpletion of
the request. A ReqHandle of O indicates that the
confirmati on be unconditionally suppressed. For
exanpl e, the request may still be handl ed
asynchronously but there will be no notification of
conpl etion. A RegHandl e of 0 nust not change the
i mredi ate return code.

Pr ot DS DS val ue for called protocol nodul e, obtained fromthe
modul e' s di spatch table at bind tine.

MACDS DS val ue for called MAC nodul e, obtained fromthe
modul e' s di spatch table at bind tine.

Direct Primtives

Transm t Chai n

Purpose: Initiate transm ssion of a frame

PUSHWORD Prot1 D ; Modul e 1 D of protoco

PUSHWORD ReqHandl e ; Uni que handle for this request or O
PUSHL PBUF TxBuf Descr ; Pointer to franebufferdescriptor
PUSHWORD MACDS ;DS of called MAC nodul e

CALL Transm t Chai n

Ret ur ns: 0x0000  SUCCESS
0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0x000A  HARDWARE ERROR
0x000B  TRANSM T_ERRCR
0x000C  NO_SUCH DESTI NATI ON
0X00FF  GENERAL_FAI LURE

TxBuf Descr Far pointer to the buffer descriptor for the frane.

Descri ption:

This call asks the MACto transmt data. The MAC may either copy
the data descri bed by TxBufDescr before returning, or queue the
request for later (asynchronous) processing. The MAC indicates
which option it is taking by setting the appropriate return code

In the asynchronous case, ownership of the frane data bl ocks
passes to the MAC until the transm ssion is conplete; the
protocol nust not nodify these areas until then. Ownership of
the data blocks is returned to the protocol when the MAC eit her
returns a status code which inplies conpletion of the origina
request or calls its TransmtConfirmentry with the RegHandl e
fromTransmtChain. |If a request handle of zero was used and



therefore TransmtConfirmw ||l not be called, then ownership nust
not be considered returned until the protocol receives a nessage
that inplies the transm ssion has occurred (e.g., receiving an
ACK to the transmtted nessage).

Not e that when doi ng asynchronous transm ssion, the MAC nust
retain any needed information from TxBuf Descr, since the pointer
to that structure becones invalid upon returning from
TransmtChain. Also, if the TxImedLen of the descriptor is non-
zero, the MAC nust retain a copy of the inmedi ate data at

Txl medPtr, since the imedi ate data area becones invalid upon
returning from Transm t Chai n.

The MAC header must fit entirely in the imedi ate data, if
present, or in the first non-i nmedi ate el enent described in
TxBuf Descr if there is no i nmedi ate dat a.

A MAC nust be prepared to handl e a TransnitChain request at
anytinme, including fromwithin interrupt-time indication
routi nes.

The return code REQUEST QUEUED wi Il cause a TransmitConfirmto be
called fromthe MAC back to the protocol if the ReqHandl e on the
TransmtChain call is not 0. Al other return codes from
TransmtChain inply that no TransmtConfirmw |l occur.

The TRANSM T_ERROR and NO SUCH DESTI NATI ON error codes are
intended to allow a protocol to recreate the frane status byte on
a Token Ring network. Thus, NO SUCH DESTINATION i nplies that the
address recogni zed bits were not set (and therefore the frane was
not copied), while TRANSM T_ERRCR nerely nmeans that the frame was
not copied. Protocols which make use of Source Routing may need
t he NO_SUCH DESTI NATI ON error code to be conpletely confornant.
Token Ring MAC driver witers nmust make every attenpt to return
these error codes properly.

Transm t Confirm

Purpose: Inply the conpletion of transmtting a frane.
PUSH WORD ProtI D ; Modul e 1 D of Protocol
PUSH WORD MACI D ; Modul e | D of MAC
PUSH WORD ReqHandl e ; Uni que handl e from Transm t Chai n
PUSH WORD St at us ; Status of original TransmtChain
PUSH WORD Pr ot DS ; DS of called protocol nodul e
CALL TransmtConfirm
Ret ur ns: 0x0000 SUCCESS

0x0007 | NVALI D_PARAMETER

Ox00FF GENERAL_FAI LURE
Descri ption:
This routine is called by a MAC to indicate conpletion of a

previous TransnmitChain. The purpose of this is to return
ownership of the transmitted data bl ocks back to the protocol.



The Protl D paraneter nust be the val ue passed by the protocol on
the previous TransmtChain to identify the requestor

The ReqHandl e is the val ue passed by the protocol on the previous
Transm t Chai n which identifies the original request.

Transm t Confirm does not necessarily inply that the packet has
been transmitted, though it generally will have been (with the
exception of some intelligent adapter inplenmentations). |If the
packet has been transmitted, Status nust indicate the fina
transmt status:

0X0000 SUCCESS

0OX000A HARDWARE_ERROR
0X000B TRANSM T_ERROR
0X000C NO_SUCH _DESTI NATI ON
OXOOFF GENERAL_FAI LURE

See TransmtChain for nore details.

Recei veLookahead

Purpose: Indicate arrival of a received frame and offer | ookahead data.
PUSH WORD MACI D ; Modul e | D of MAC

PUSH WORD FrameSi ze ; Total size of franme (0 if not known)

PUSH WORD Byt esAvai | ; Bytes of | ookahead avail able in Buffer

PUSH LPBUF Buf f er ;Virtual address of | ookahead data

PUSH LPBYTE Indicate ;Virtual address of indicate flag

PUSH WORD Pr ot DS ; DS of called protocol nodul e

CALL Recei velLookahead

Returns: 0x0000 SUCCESS
0x0003 FRAVE_NOT_RECOCGNI ZED
0x0004 FRAVE_REJECTED
0x0005 FORWARD_FRAME
0x0006 QUT_OF_RESOURCE
0x0007 | NVALI D_PARAMETER
Ox00FF GENERAL_FAI LURE

FrameSi ze  The total size, in bytes, of the received frane. A
val ue of 0 indicates that the MAC does not know the
total frane size at this tine.

Byt esAvail The nunber of bytes available in the | ookahead
buffer. This is guaranteed to be at |east as large as
t he | ookahead size established with the SetLookahead
request. For franes which are snaller than the
| ookahead si ze, the | ookahead buffer will contain the
whol e frane.

Buf f er Virtual address of contiguous | ookahead buffer. The
buf fer contains the | eading BytesAvail octets of the
frame. This buffer is epheneral; it is addressable to



the protocol only during the scope of the Receive call

I ndi cate Virtual address of indication flag byte. This byte is
set to OxFF by the MAC prior to this call. |If the
protocol clears the byte to zero prior to returning
then indications will be left disabled unti
I ndicationOn is called from I ndicati onConpl et e.

Descri ption:

This routine is called by a MAC to indicate reception of a frane
and to offer frame | ookahead data. The protocol is expected to

i nspect this information very rapidly to deternmine if it wants to
accept the frane or not. |If it wants to accept the frame, it may
call TransferData to ask the MAC to copy the frame data to a
speci fied buffer described by a TDBuf Descr. The protocol can
indicate that it is rejecting or does not recognize the franme by
returning an appropriate error code. Note that the frame not
recogni zed error has special significance to the Vector function
If the protocol is accepting the frane and if the | ookahead

buf fer contains the whole frame, the protocol can sinply copy the
data itself before returning from Receive. The protocol may
determne that it has the whole frane if BytesAvail equals
FrameSi ze, or if the | ookahead information includes a protoco
header with the frame length, and this nmatches BytesAvail

It is strongly recommended that MACs provide a non-zero FrameSi ze
whenever possible. Some protocols mght not be able to process
frames unless the frame size given by this parameter is known. A
MAC can optionally indicate that it does not normally provide a
non-zero frame size by setting bit 16 of the service flags in the
MAC speci fic characteristics table.

The MAC inplicitly disables indications (IndicationOf) before
calling Receive Lookahead. The Indicate flag byte instructs the
MAC on whether to reenabl e indications or |eave them disabled on
the return. If the protocol chooses to | eave indications

di sabled, it can enable themwi thin IndicationConplete by calling
I ndi cati onOn.

The protocol nust absolutely mnimze its processing tine within
t he Recei veLookahead handler. This is necessary to let certain
MAC s re-enable the hardware to avoid | oss of incomng frames.
Shortly after returning from Recei veLookahead, the MAC wi |l cal
the protocol back at its IndicationConplete entry point. The
protocol can do any needed post-processing of the received frane
at that time. The MAC does not guarantee to provi de one

I ndi cati onConpl ete call for each indication. 1t can choose to

i ssue a single IndicationConplete for several indications that
have occurr ed.

Tr ansf er Dat a
Purpose: Transfer received frame data fromthe MAC to a protocol

PUSH LPWORD Byt esCopi ed ; Nunber of bytes copied



PUSH WORD FrameO f set ;Starting offset in frame for transfer

PUSH LPBUF TDBuf Descr ;Virtual address of transfer data description
PUSH WORD MACDS ; DS of called MAC nodul e
CALL TransferDat a
Ret ur ns: 0x0000 SUCCESS
0x0007 | NVALI D_PARAMETER
0x0008 I NVALI D_FUNCTI ON

Ox00FF GENERAL_FAI LURE

Byt esCopi ed Virtual address of buffer for returning nunber of
bytes copied during transfer data operation.

FrameO f set Starting offset in received frame where data transfer
nmust start. The value of FraneOfset nust be |ess
than or equal to the value of BytesAvail fromthe
correspondi ng Recei veLookahead.

TDBuf Descr Virtual address of transfer descriptor describing
where to store the frame data

Descri ption:

A protocol calls this synchronous routine fromwithin its

Recei veLookahead handl er before return, to ask the MAC to
transfer data for a received frame to protocol storage. The
protocol can specify any starting frame offset and byte count for
the transfer, so long as these don't exceed the frane's |ength.

If bit 15 of the MAC service flags is set, nultiple TransferDatas

may be called during a single ReceivelLookahead indication. |If
this bit is reset, only one TransferData per Recei veLookahead
indication is permtted. In the latter case subsequent calls

within the sane indication will return an error

For MACs with bit 15 of the MAC service flags reset, a protoco
intending to call TransferData nust do so only if it has decided
to accept the incom ng packet. Since the MAC driver may be
shared by nultiple protocols, a protocol's failure to follow this
restriction in this case jeopardi zes other coexisting protoco
drivers fromreceiving these packets. Wen a protocol is bound
toa MMCwith bit 15 set, this restriction does not apply as a
mandat ory requirenent. However, it is still recomended in such
cases for performance reasons that a protocol call TransferData
only if it has decided to accept the incom ng packet. A protocol
nmodul e nust set the Lookahead size | arge enough to determine if
the packet is intended for it by exam ning ony the Lookahead
bytes presented by Recei veLookahead.

It is recoonmended that the nultiple TransferData feature with bit
15 set be inplenented in MAC drivers whenever it is reasonable to
do so with the adapter hardware

I ndi cati onConpl et e

Purpose: Allow protocol to do post-processing on indications.



PUSH WORD MACI D ; Modul e 1 D of MAC
PUSH WORD Pr ot DS ; DS of called protocol nodul e
CALL I ndicationConplete

Ret ur ns: 0x0000 SUCCESS
0x0007 I NVALI D_PARAMETER
Ox00FF GENERAL_FAI LURE

Descri ption:

A MAC calls this entry point to enable a protocol to do post-
processing after an indication. The MAC will always generate an
I ndi cati onConpl ete subsequent to an indication regardl ess of the
return code of the indication. Although still in interrupt
context and subject to the normal OS/ 2 guidelines for interrupt
processing, the protocol is not under the severe tine constraints
of the indication. The MAC nust minimze stack usage before
calling this routine and, under DOS, nust have swapped off of any
special "interrupt" stack

This routine is always entered with interrupts enabled and with
the network adapter interrupt dismssed fromthe interrupt
controller. Therefore, it may be reentered at the conpletion of
anot her indication. Al so no one-to-one correspondence is
guar ant eed between indications and IndicationConplete. A MAC may
generate one |IndicationConplete for several indications. A
protocol may enforce a one-to-one correspondence by | eaving

i ndications disabled until the return from Indi cati onConpl et e.

If indications are explicitly disabled by a protocol on return
froman indication, it is the protocol's responsibility to invoke
I ndi cati onOn as soon possi bl e during Indicati onConpl ete.

MAC devel opers nust avoid sinply serializing each indication with
I ndi cati onConpl ete as this can negatively affect perfornance.

The MAC must be designed to allow an indication to occur during

I ndi cati onConpl ete processing. O course, if this occurs,

anot her IndicationConplete call will be necessary.

Recei veChai n

Purpose: Indicate reception of a frame in MAC managed buffers.
PUSH WORD MACI D ; Modul e | D of MAC

PUSH WORD FranmeSi ze ; Total size of frane (bytes)

PUSH WORD ReqHandl e ; Uni que handl e for this request

PUSH LPBUF RxBuf Descr ;Virtual address of receive descriptor
PUSH LPBYTE Indicate ;Virtual address of indicate flag
PUSH WORD Pr ot DS ; DS of called protocol nodul e

CALL ReceiveChain

Ret ur ns: 0x0000 SUCCESS
0x0001 WAl T_FOR_RELEASE
0x0003 FRAVE_NOT_RECOGNI ZED
0x0004 FRAVE_REJECTED



0x0005 FORWARD _FRAME
0x0006 QUT_OF_RESOURCE
0x0007 I NVALI D_PARAMETER
Ox00FF GENERAL_FAI LURE

FrameSi ze  Total size of received frame, in bytes.

RxBuf Descr Virtual address of receive descriptor describing the
recei ved frane.

I ndi cate Virtual address of indication flag byte. This byte
is set to OxFF by the MAC prior to this call. [If the
protocol clears the byte to zero prior to returning
then indications will be left disabled until
I ndicationOn is called from I ndicati onConpl et e.

Descri ption:

A MAC calls this routine to indicate the reception of a frame in
MAC- managed storage. Ownership of this storage is inplicitly
passed to the protocol when this call is made. At its option,
the protocol nmay copy the data right away and indicate this via
the return code (in which case ownership reverts to the MAC); or
the protocol may queue the request and copy the franme later, in
whi ch case it retains ownership of the frane's storage until it
call s Recei veRel ease. Since the protocol may queue data received
inthis manner, it is possible that the MAC may run | ow on
avai l able frame buffers. The MAC may el ect to call

Recei veLookahead i nstead of ReceiveChain while it is |ow on frane
buffers. This allows the MACto retain control of its remaining
buffers until the protocol releases the buffers it is holding.

Note that for franmes |onger than 256 bytes, the MAC nust
guarantee that the first data block of the frame is at |east 256
bytes long. Frames |less than or equal to 256 bytes in length
nmust be conpletely specified with a single data block. This
allows the protocol to parse packet headers out of the first data
bl ock and greatly facilitates protocol processing efficiency.

Li ke Recei veLookahead, a protocol's processing within
ReceiveChain is time critical. At some point after return from
Recei veChain the MAC will generate an Indicati onConplete to allow
post - processi ng of the indication.

The MAC inplicitly disables indications (IndicationOf) before
cal li ng Recei veChai n. The Indicate flag byte instructs the MAC
on whether to reenable indications or |eave then disable on the
return. |If the protocol chooses to | eave indications disabled,
it can enable themw thin IndicationConplete by calling

I ndi cati onOn.

Recei veRel ease
Purpose: Return frane storage to the MAC that owns it.

PUSH WORD ReqHandl e ; Uni que handl e from Recei veChai n



PUSH WORD MACDS ;DS of call ed MAC nodul e
CALL ReceiveRel ease

Ret ur ns: 0x0000 SUCCESS

0x0007 | NVALI D_PARAMETER

0x0009 NOT_SUPPORTED

OxO00FF GENERAL_FAI LURE
Descri ption:
A protocol uses this call after it has copied frane data provided
by a ReceiveChain call. ReceiveRel ease returns ownership of the
frame data bl ocks to the MAC

I ndi cati onOF f

Pur pose: Disable MAC indications

PUSH WORD MACDS ;DS of called MAC nodul e
CALL I ndicationOf
Ret ur ns: 0x0000 SUCCESS

0x0008 I NVALI D_FUNCTI ON

Ox00FF CGENERAL_FAI LURE

Descri ption:

A protocol may use this call to prevent the generation of

Recei veLookahead, ReceiveChain and Status indications fromthe
MAC. This is simlar in concept to disabling interrupts. Wen
i ndications are off, a MAC nust queue events that woul d cause it
to generate indications to the protocol. A MAC inplicitly

di sabl es indications just before calling the Recei veLookahead,
Recei veChain or Status indication entry point of a protocol.

The only legal use of IndicationOf is to bracket a call or calls
to the MAC. For example, the follow ng sequence is valid:

I ndi cati onOF f
Transm t Chai n
I ndi cati onOn

In this situation the protocol nust not block while indications

are off and must call IndicationOn as soon as possible. The
protocol nust ensure that all calls to IndicationOf are paired
up with a corresponding call to IndicationOn. |If the protocol

issues an IndicationOf call froma tinmer tick handler, or froma
Recei veLookahead, ReceiveChain or Status indication handler it
must issue the IndicationOn call before returning.

Not e that I|ndicationConplete may still occur even though
i ndications are disabled. Disabling indications has no effect on
a MAC s ability to call IndicationConplete.

This function always returns with interrupts disabled. 1t is the
responsibility of the caller to re-enable them



I ndi cati onOn
Pur pose: Enable MAC indications

Called fromprotocol to MAC

PUSH WORD MACDS ;DS of called MAC nodul e
CALL I ndicati onOn
Ret ur ns: 0x0000 SUCCESS

0x0008 I NVALI D_FUNCTI ON

OxO00FF GENERAL_FAI LURE
Descri ption:

A protocol nust use this call to re-enable indications after
havi ng di sabled them Note that a MAC nay optionally defer the
actual re-enabling of indications.

It is possible that IndicationOf and IndicationOn pairs wll
nest. Therefore the MAC nust naintain a reference count to
enable it to determ ne when to actually re-enabl e indications.
The protocol nust not assume that a call to IndicationOn wll
i medi ately enabl e i ndications.

I ndi cati onOn may be called froman | ndicati onConpl ete handl er
after leaving indications disabled on return froman indication
handl er. IndicationOn may al so be used, paired with
IndicationOf, to bracket a call or calls to the MAC

This function always returns with interrupts disabled. 1t is the
responsibility of the caller to re-enable them No indications
will be generated until after the call has returned.

Ceneral Requests

Ceneral requests are conmands froma protocol to a MAC directing
it to do adapter managenent operations |like setting the station
address, running di agnostics, and changi ng operating paraneters
or nodes. A MAC may choose to inplenment any of the Request
functions synchronously or asynchronously. A MAC returns the
REQUEST _QUEUED return code to informthe protocol that a given
request will be processed asynchronously. Wien this is the case,
the MAC will call back to the protocol's RequestConfirmentry
point to indicate when processing of the request is conplete. |If
a request handle of zero is used then the RequestConfirmcall is
suppressed. It is the caller's responsibility to make certain
that any data referenced by the request remains valid until the
request is guaranteed to have conpleted. |If a protocol makes a
general MAC request when executing its InitiateBind startup
function and the MAC returns REQUEST QUEUED, the protocol nust
wait for the corresponding RequestConfirmto be returned before
exiting fromthe InitiateBind function. Any other return code
froma general request inplies that no RequestConfirmw || occur.

Al'l general requests have the follow ng common calling convention:



PUSH WORD ProtlI D :Modul e I D of Protocol or O

PUSH WORD ReqHandl e ; Uni que handle for this request or 0O
PUSH WORD Par aml ; Request dependent word parameter or O
PUSH DWORD Par an? ; Request dependent dword paraneter or O
PUSH WORD Opcode ; Opcode of request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

InitiateD agnostics

Purpose: Start runtinme di agnostics.

PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD 0 ; Pad paranmeter - nust be O

PUSH DWORD 0 ; Pad paranmeter - nust be O

PUSH WORD 1 ; Initiate D agnostics Request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

Returns: 0x0000  SUCCESS
0x0002 REQUEST _QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAMETER
0x0008 | NVALI D_FUNCTI ON
0x0009 NOT _SUPPORTED
0x000A  HARDWARE_ERRCR
OxO0FF  GENERAL_FAI LURE

Descri ption:

Causes a MAC to run hardware di agnostics and update its status
information in the MAC specific status section of the
characteristics table. A MAC nust return an error if it does not
support run time diagnostics. While the diagnostics are in
progress, the MAC nust set the diagnostics in progress bit (bit
5) in the MAC status field in the MAC service-specific status
table. If HARDWARE ERROR i s returned, the protocol nmay exani ne
the various fields in the service-specific status table for an

i ndication as to the cause of the problem

ReadErr or Log

Purpose: Return error |og.

PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD LoglLen ; Length of |og buffer

PUSH LPBUF LogAddr ; Buffer for returning |og

PUSH WORD 2 ; Read Error Log Request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED



0x0006 QUT_OF_RESOURCE
0x0007 I NVALI D_PARAMETER
0x0008 I NVALI D_FUNCTI ON
0x0009 NOT_SUPPCRTED

OxO00FF GENERAL_FAI LURE
Descri ption:
Causes a read error log to be issued to adapter. This comrand is
i npl enented on the IBMtoken ring adapter and possibly other
adapters. The format of the information returned is adapter
specific and not specified here.

Set St at i onAddr ess

Purpose: Set the network address of the station.

PUSH WORD ProtI D ; Modul e I D of Protocol
PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD 0 ; Pad paraneter - nust be 0

PUSH LPBUF Adapt Addr ; Buffer containing the adapter address

PUSH WORD 3 ; Set Stati onAddress Request
PUSH WORD MACDS ; DS of called MAC nodul e
Call Request

Returns: 0x0000  SUCCESS
0x0002 REQUEST _QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAMETER
0x0008 | NVALI D_FUNCTI ON
0x0009 NOT _SUPPORTED
Ox00FF  GENERAL_FAI LURE

Descri ption:

There is only a single station address. Each tinme it replaces
the current station address in the MAC service-specific
characteristics table and will reconfigure the hardware to
receive on that address if required. The station will be
initially configured with the address specified in the permanent
station address field of the MAC service-specific characteristics
table (which this call does not nodify).

The adapter address buffer contains only the bytes of the address
to be set. The length of the address nust be equal to the |ength
specified in the MAC service characteristics table.

I f the hardware does not support a mechanismto nodify its
station address then the current station address buffer is not
updated and this function returns INVALID FUNCTION. In this case
the MAC continues to use the permanent station address to

recogni ze i ncom ng directed packets.

If a MAC does not support the OpenAdapter and O oseAdapter
conmands (bit 11 of the MAC service flags is reset), then the
Set St ati onAddr ess conmand can be issued by the protocol at any



time. However, if the MAC supports the Open Adapter and

Cl oseAdapter commands (bit 11 of the MAC service flags is set),
then this command is valid only either during system
initialization time or while the MACis in a closed state. The
protocol driver must issue an Open Adapter call after issuing the
Set St ati onAddress call for the SetStati onAddress conmmand to take
effect.

OpenAdapt er
Pur pose: |ssue open request to network adapter

PUSH WORD ProtI D ; Modul e I D of Protocol
PUSH WORD ReqHandl e ; Uni que handle for this request or O
PUSH WORD QpenOpt i ons ; Adapter specific open options
PUSH DWORD Ext endedRet ; Optional pointer to a DAORD ext ended
return code
(vendor -specific or warning |evel)
PUSH WORD 4 ; Open Adapt er Request

PUSH WORD MACDS ;. DS of called MAC nodul e
Call Request
Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED

0x0006  OUT_OF RESOURCE

0x0007 | NVALI D_PARAVETER

0x0008 | NVALI D_FUNCTI ON

0x0009 NOT _SUPPORTED

0x0024  HARDWARE_FAI LURE

0x002A  NETWORK_NMAY_NOT_BE_CONNECTED
0X00FF  GENERAL_FAI LURE

Wher e:

Optional vendor-specific information can be returned through the

Ext endedRet pointer. A caller supporting this would push a pointer to a
DWORD. The DWORD woul d have been initialized to OxFFFFFFFF (unsupported).
If there is any extended return information this value would be changed.
A caller not supporting this would sinply push a NULL (0) pointer. The
OpenAdapt er routine which supports this would verify the ExtendedRet
pointer is not NULL (0) and then wite the information. The OpenAdapt er
routi ne whi ch does not support this would sinply ignore the pointer

The purpose of ExtendedRet is to provide warni ng nessages on a

SUCCESS return wi thout requiring additional testing for those callers
not supporting warnings, to provide additional information on
GENERAL_FAI LURE and HARDWARE FAI LURE, and to pass vendor-specific codes
on any return to provide for active functional experinentation and

evol uti on without inconveniencing other vendor's comnponents.

Descri ption:
The purpose of the OpenAdapter function is to activate an

adapter's network connection. This may involve making an
el ectrical connection for sonme adapters like token ring adapters.



This also inplies that a considerable delay may occur between
submittal of this request and its confirmation. |If the MAC

i ndi cates that OpenAdapter is supported (by setting bit 11 of the
service flags in the MAC service-specific characteristics table),
then the protocol driver nust ensure the adapter is open during
bi nd-ti me processing. Since OpenAdapter can only be called when
the adapter is closed, even in a VECTOR configuration, the
protocol nust first check if the adapter is already open by

exam ning bit 4 of the MAC status in the MAC service-specific
status table.

VWil e an adapter is closed the followi ng functions are guaranteed
to operate: SetlLookahead, SetPacketFilter, SetStationAddress,
Interrupt, Indicationoff, IndicationOn.

Since this function is adapter specific it is expected that any
necessary paraneters are either known a priori by the MAC or can
be recovered fromthe PROTOCCL.IN file. The format of the
information is highly adapter specific and left up to the

i mpl enenter to define.

The OpenQptions paraneter is adapter specific. For |IBM TokenRi ng

and conpati bl e adapters, these are defined in the | BM Token Ri ng
Techni cal Reference Manual .

O oseAdapt er

Purpose: |ssue close request to network adapter.

PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Unique handle for this request or O
PUSH WORD 0 ; Pad parameter - nust be 0O

PUSH DWORD 0 ; Pad parameter - nust be 0O

PUSH WORD 5 ; O ose Adapter Request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

Ret ur ns: 0x0000  SUCCESS
0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0x0009 NOT _SUPPORTED
0X00FF  GENERAL_FAI LURE

Descri ption:

This function closes an adapter. This causes it to decouple
itself froma network so that packets cannot be sent or received.
Cl oseAdapter resets the functional or nulticast addresses
currently set.

Since this function is adapter specific it is expected that any
necessary paraneters are either already known by the MAC or can
be recovered fromthe PROTOCCL. INl file. The format of the
information is highly adapter specific and left up to the



i mpl enenter to define.

Reset MAC

Purpose: Reset the MAC software and adapter hardware.

PUSH WORD ProtI D ; Modul e I D of Protocol
PUSH WORD ReqHandl e ; Uni que handle for this request or 0O
PUSH WORD 0 ; Pad parameter - nust be 0O
PUSH DWORD 0 ; Pad parameter - nust be 0O
PUSH WORD 6 ; Reset MAC Request
PUSH WORD MACDS ; DS of called MAC nodul e
Call Request
Ret ur ns: 0x0000 SUCCESS

0x0006 QUT_OF_RESOURCE

0x0007 I NVALI D_PARAMETER

0x0008 I NVALI D_FUNCTI ON

0x0009 NOT _SUPPORTED

0x0024  HARDWARE FAI LURE

0x002A  NETWORK_MAY_NOT_BE_CONNECTED
0X00FF  GENERAL_FAI LURE

Descri ption:

The function causes the MAC to issue a hardware reset to the
network adapter. The MAC may di scard without confirmation any
pendi ng requests and abort operations in progress. For
conpatibility with some current protocols which do not properly
handl e resets, it is suggested the MAC conpl ete pendi ng requests,
returning I NVALI D FUNCTION on all confirmati ons which result. The
MAC nust preserve the current station address, LOOKAHEAD | engt h,
packet filter, nulticast address list, functional address and

i ndi cation on/off state.

For MAC s that support the OpenAdapter function, the Reset MAC
conmand | eaves the adapter in the opened state if it was opened
prior to the reset. The adapter open paraneters that were in
effect prior to the reset nust be the same ones in effect after
the reset.

When the reset is initiated, the MAC nust generate a StartReset
status indication back to the protocol. For some MAC s a

consi derabl e del ay can el apse between the start of the reset and
its conpletion. Al MAC s nust subsequently issue an EndReset

i ndication when the reset is conplete. During the tinme between
the StartReset indication and the correspondi ng EndReset

i ndication, the MAC nust return I NVALI D FUNCTION for any request
it receives while a reset is in progress. The EndReset indication
notifies the protocol that the MAC can handl e new requests.

As always, an IndicationConplete follows these indications.
MACSs witten to V1.0.1. of this spec will not issue the

End Reset. They must issue the IndicationConpleteto signal

the end of the reset.

Note that the conpletion (i.e. the return fromthis conmand or



the request confirm of the Reset MAC request itself does not
signal the start or end of the reset.

There can be no guarantee that this function will succeed, though
the NDI'S MAC devel oper must nake every attenpt. An error return
fromthis call can be considered fatal. If the reset fails,

the adapter may no | onger be in the sane state. For exanple, if the
adapter was open before a failed Reset MAC, it may now be cl osed.

Set Packet Fil ter

Purpose: Select received packet general filtering parameters.

PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD FilterMask ; Bit mask for packet filter

PUSH DWORD 0 ; Pad parameter - nust be 0O

PUSH WORD 7 ; Set Packet Filter Request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

FilterMask bit
O directed and multicast or group and functional
1 broadcast packets
2 any packet on LAN (prom scuous)
3 any source routing packet on LAN
4-15 Reserved, nust be zero

Ret ur ns: 0x0000  SUCCESS
0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0Xx00FF  GENERAL_FAI LURE

Descri ption:

This command tells the MAC which kinds of received packets nust
generate indications to the protocol invoking this command. A
FilterMask of O indicates that the MAC nust not indicate received
packets to that protocol. If a FilterMask bit is set, then this
i ndicates that the MAC nust indicate that type of packet to the
protocol. Except for a O FilterMask, a filter bit of O does not
require the MAC to suppress indications for that type of packet.
For exanple the FilterMask used by the MAC may or may nhot
correspond to the capabilities of the hardware adapter. For
exanpl e a MAC may be designed to receive nulticast frames by
prom scuously receiving all frames and di scardi ng those that do
not match the filter. It is optional for the MAC to support such
software filtering. |If the MAC can suppress such indications, it
is strongly recormended that it do so. However, if the MAC does
not suppress such indications, then the protocol must be prepared
to receive these and discard the incom ng packet if necessary.

If this request returns SUCCESS, then the hardware is enabled to
recei ve the types of packets requested and will generate



I ndications to the protocol for those types of packets.

If the MAC does not support the receiving of packets of the type
specified, then it will return GENERAL_FAILURE. In this case the
FilterMask is left in its previous state.

AddMul ti cast Addr ess

Purpose: Allow adapter to respond to a multicast address.

PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Uni que handle for this request or 0O
PUSH WORD 0 ; Pad parameter - nust be 0O

PUSH LPBUF Mul t i Addr ; Buffer containing multicast address
PUSH WORD 8 ; Add Multicast Address Request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0x0009 NOT _SUPPORTED
0X00FF  GENERAL_FAI LURE

Descri ption:

This function allows the addition of nulticast addresses. The
termmulticast address also inplies 802.5 group addresses. This
function allows the addition of only one address at a tinme but
can be repeated to add nore nulticasts.

It is the MAC s responsibility to return an error if too many
mul ti cast addresses have been added (OUT_OF RESCURCE or

I NVALI D_ FUNCTION) or if an address of the wong type has been
added (I NVALI D_PARAMETER) .

Mul ti cast addresses are never over witten and will return an
error (I NVALI D PARAMETER) if they already exist no matter what
their type. They nust be explicitly deleted.

The nul ticast address buffer contains only the bytes of the
mul ti cast address to be added. The length of the multicast
address nust be equal to the length specified in the MAC service
characteristics table.

Del et eMul ti cast Addr ess

Purpose: Forbid adapter to respond to a nulticast address.

PUSH WORD ProtI D ; Modul e I D of Protocol
PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD 0 ; Pad paranmeter - nust be O

PUSH LPBUF Mul ti Addr ; Buffer containing nulticast address



PUSH WORD 9 ; Delete Miulticast Address Request

PUSH WORD MACDS ;. DS of called MAC nodul e
Call Request
Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0x0009 NOT _SUPPORTED
0X00FF  GENERAL_FAI LURE

Descri ption:

This function renoves a previously added multicast address. The
termmulticast address also inplies 802.5 group addresses.

| NVALI D PARAMETER is returned if the address was not in the

t abl e.

The nulticast address buffer has the sanme format as in the
AddMul ti cast Addr ess command.

Updat eSt ati stics

Pur pose: Cause MAC statistics to be updated.

PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Unique handle for this request or O
PUSH WORD 0 ; Pad paranmeter - nust be O

PUSH DWORD 0 ; Pad paranmeter - nust be O

PUSH WORD 10 ; Update Statistics request

PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0X00FF  GENERAL_FAI LURE

Descri ption:

Causes the MAC to atomcally update the statistics inits
characteristics table. The requester can then read that table
when this operation is conplete. Those statistics which are not

al ways current will remain the same until the next UpdateStatistics

call is perforned. If all of the statistics in the table are
al ways current this function nust return SUCCESS.

ClearStatistics
Pur pose: Cause MAC statistics to be cleared.

PUSH WORD ProtlI D : Modul e I D of Protocol



PUSH WORD ReqHandl e ; Unique handle for this request or 0O

PUSH WORD 0 ; Pad parameter - nust be 0O
PUSH DWORD 0 ; Pad parameter - nust be 0O
PUSH WORD 11 ; Clear Statistics request
PUSH WORD MACDS ; DS of called MAC nodul e
Call Request

Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0X00FF  GENERAL_FAI LURE

Descri ption:

Causes the MAC to reset its statistics counters. This inplies
that all statistics must be reset to zero in an atom c operation.
I nt errupt Request

Pur pose: Request asynchronous i ndicati on.

PUSH WORD ProtI D ; Modul e I D of Protocol
PUSH WORD 0 ; Pad paraneter - nust be O
PUSH WORD 0 ; Pad paraneter - nust be O
PUSH DWORD 0 ; Pad paraneter - nust be O
PUSH WORD 12 ; Interrupt Request
PUSH WORD MACDS ; DS of called MAC nodul e
Call Request
Ret ur ns: 0x0000 SUCCESS

0x0006 QUT_OF_RESOURCE

0x0008 I NVALI D_FUNCTI ON

0x0009 NOT_SUPPCRTED
Ox00FF GENERAL_FAI LURE

Descri ption:

This function requests the MAC to generate an asynchronous
Interrupt Status indication back to the protocol. The protocol
may control the generation of this Interrupt Status indication by
di sabling and later enabling indications. The MAC may at its

di scretion suppress the generation of this indication if there is
anot her indication pending which may be issued in place of the
Interrupt status indication. This request is intended to be used
for MAC s which can generate a hardware interrupt on demand.

This function must be inplenented if at all possible. [Interrupt
request will substantially inprove the perfornmance of sone
protocols (particularly DLC).

Set Funct i onal Addr ess

Pur pose: Cause adapter to change its functional address.



PUSH WORD ProtI D ; Modul e I D of Protocol

PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD 0 ; Pad paraneter - nust be 0

PUSH LPBUF Funct Addr ; Buffer containing functional address

PUSH WORD 13 ; Set Functional Address Request
PUSH WORD MACDS ; DS of called MAC nodul e

Call Request

Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED
0x0006  OUT_OF RESOURCE
0x0007 | NVALI D_PARAVETER
0x0008 | NVALI D_FUNCTI ON
0x0009 NOT _SUPPORTED
0X00FF  GENERAL_FAI LURE

Descri ption:

This sets the I EEE802.5 functional address to the passed

functi onal address. The adapter will use the functional address
to discern packets intended for it. For nore information on
functional addresses see the | EEE 802.5 specification.

The functional address buffer contains only the bytes of the new
functional address bit pattern. It represents the |ogical OR of
all functional addresses to be registered with the adapter. The
l ength of the functional address buffer is 4 bytes.

Mul tiple protocols can set or reset their functional address bit
if required by each protocol by first reading the current
functional address DWORD bit pattern fromthe MAC service
characteristics table, then ORing in or ANDing out the required
functional bit and passing the new functional address pattern in
t hi s conmmand.

Set Lookahead

Purpose: Set |length of |ookahead information for Recei veLookahead.

PUSH WORD ProtI D ; Module I D of Protocol
PUSH WORD ReqHandl e ; Unique handle for this request or 0O
PUSH WORD Lengt h ; Mninmumlength of | ookahead info

PUSH DWORD 0 ; Pad parameter - nust be 0

PUSH WORD 14 ; Set Lookahead Request
PUSH WORD MACDS ; DS of called MAC nodul e
Call Request
Ret ur ns: 0x0000 SUCCESS

0x0002 REQUEST_QUEUED

0x0007 | NVALI D_PARAMETER

Ox00FF GENERAL_FAI LURE

Descri ption:



This request sets the mnimumlength in bytes of | ookahead
information to be returned in a Receive Lookahead indication
Until SetLookahead is initially called, a value of 64 bytes is
assuned for the | ookahead | ength. Wen first called,

Set Lookahead sets the | ookahead | ength val ue equal to the Length
paraneter of the request. After the first SetlLookahead request,
the | ookahead | ength is changed only if the value of the Length
paraneter is larger than the current |ookahead length. [If the

| ength paraneter value is smaller, the current Lookahead | ength
remai ns unchanged and SUCCESS is returned. SetlLookahead may be
called at any tinme and the | ookahead length is preserved during a
reset. The maxi mum val ue for the | ookahead length is 256 bytes.
MAC s whi ch never call Receive Lookahead or al ways return

| ookahead i nformation of |length greater than or equal to 256
bytes may return SUCCESS w t hout any internal action. MAC s nust
support 256 bytes of | ookahead data if requested.

Ceneral Request Confirmation

Pur pose: Confirm conpletion of a previous General Request.

PUSH WORD ProtI D ; Modul e ID of Protocol
PUSH WORD MACI D ; Module I D of MAC
PUSH WORD ReqHandl e ; Uni que handl e of original request
PUSH WORD St at us ; Final status of original request
PUSH WORD Request ; Original Request opcode
PUSH WORD Pr ot DS ; DS of called Protocol nodul e
Call Request Confirm
Ret ur ns: 0x0000 SUCCESS
0x0006 QUT_OF_RESOURCE
0x0007 | NVALI D_PARAMETER

0X0024 HARDWARE_FAI LURE
Ox00FF GENERAL_FAI LURE

Descri ption:

Notify a protocol that an asynchronous MAC control Request has
conpl eted after previous Request had returned a REQUEST QUEUED.

It is possible that a RequestConfirmcan be returned to the
protocol before the protocol's correspondi ng Request function has
conpl et ed.

The Protl D paraneter nust be the val ue passed by the protocol on
the previous general request to identify the requestor.

If a protocol had nade a general MAC request when executing its
InitiateBind startup function and the MAC returned
REQUEST_QUEUED, the protocol nust wait for the correspondi ng
Request Confirmto be returned before exiting fromthe
InitiateBind function.

Status | ndication

Status indications are spontaneous calls froma MACto a



protocol, typically at interrupt time. They informthe protocol
of changes in MAC status.

Al'l status indications have the foll owi ng common calling
conventi on:

PUSH WORD MACI D ; Modul e I D of MAC

PUSH WORD Par aml ; Opcode dependent word paraneter or O
PUSH LPBYTE Indicate ; Virtual address of indicate flag
PUSH WORD Opcode ; Opcode of status indication

PUSH WORD Pr ot DS ; DS of called Protocol nodul e

Cal | Status

Indicate is the virtual address of the indication flag byte.
This byte is set to OxFF by the MAC prior to this call. If the
protocol clears the byte to zero prior to returning then
indications will be left disabled until IndicationOn is called

from I ndi cati onConpl et e.

R ngSt at us

Purpose: Return a change in ring status.

PUSH WORD MACI D ; Modul e I D of MAC

PUSH WORD St at us ; New Ring Status

PUSH LPBYTE Indicate ; Virtual address of indicate flag
PUSH WORD 1 ; Ring Status Indication

PUSH WORD Pr ot DS ; DS of called protocol nodule

Cal | I ndication

Returns: 0x0000 SUCCESS

Descri ption:

Called by 802.5-style MAC drivers to indicate a change in ring

status. The status codes for 802.5-style drivers are encoded as
a 16-bit mask, where the bits in the mask are defined as foll ows:

Bit Meani ng
15 Si gnal Loss
14 Hard Error
13 Soft Error
12 Transmt Beacon
11 Lobe Wre Faul t
10 Aut o- Renmoval Error 1
9 Reser ved
8 Renove Recei ved
7 Counter Overfl ow
6 Single Station
5 Ri ng Recovery
4-0 Reser ved

For certain ring status changes, the adapter may al ready have
been renoved fromthe ring. The protocol driver must check
whet her the adapter has been closed (by examining bit 4 fo the



MAC status field in the MAC service-specific status table). For
addi tional information, consult the |IBM Token R ng Techni cal

Ref erence Manual. |If the status condition caused the adapter to
cl ose, the MAC nust return confirmati ons with non- SUCCESS st at us
codes for all pending TransmtChain and general requests.

Adapt er Check

Pur pose: Return hardware status.

PUSH WORD MACI D ; Module I D of MAC

PUSH WORD Reason ; Reason for Adapter Check

PUSH LPBYTE Indicate ; Virtual address of indicate flag
PUSH WORD 2 ; Adapter Check Indication

PUSH WORD Pr ot DS ; DS of called protocol nodule
Cal | Status

Returns: 0x0000 SUCCESS
Descri ption:

Called to indicate a fatal adapter error. |If this function is
called the protocol nust issue a ResetMAC call (if supported)

bef ore conmmuni cations can resune. Note that a MAC nmay choose to
tol erate some nunber of errors before issuing an Adaper Check

i ndication. For exanple, a MAC may want to accept the occasi onal
recei ve DVA overrun, and only issue the AdapterCheck for this
condition if it occurs excessively.

For 802.5 MAC s the Reason code is defined as follows (NOT a bit
mask) :

0x8000 Adapter Inoperative

0x1000 111l egal Opcode

0x0800 Local Bus Parity Error

0x0400 Parity Error

0x0100 Internal Parity Error

0x0080 Parity Error, Ring Transm't
0x0040 Parity Error, R ng Receive
0x0020 Transmt Overrun

0x0010 Receive Overrun

0x0008 Unrecogni zed | nterrupt

0x0004 Unrecogni zed Error |nterrupt
0x0003 Adapter Detected No PC System Servi ce
0x0002 Unrecogni zed Supervi sory Request
0x0001 Program Request

Al 802.5 val ues not defined above are reserved.

The MAC must always return confirmations with non- SUCCESS st at us
codes for all pending TransmtChain and general requests.

For 802.3 MAC s the Reason code is defined as follows (NOT a bit mask):

0x8000 Adapter Inoperative (Adapter did not respond
to command or could not be found)



0x4000 Conmmand Timed Qut (Adapter did not conplete
conmand wi thin acceptable time interval)

0x2000 SCQE Test Failure (No heartbeat detected on
previ ous transm ssion)

0x1000 Excessive Collisions (Transm ssion failed due
to excessive collisions)

0x0800 Lost Carrier Sense (Adapter |ost carrier
during transm ssion)

0x0400 TDR Failure (TDR test detected a short or
open on the |ink)

0x0020 Transmit Underrun (DVA underrun occurred on
transm ssi on)

0x0010 Receive Overrun (DVA overrun occurred on reception)

Al 802.3 val ues not defined above are reserved.

St art Reset

Purpose: Inply that adapter has started a reset.

PUSH WORD MACI D ; Module ID of MAC

PUSH WORD 0 ; Pad parameter must be zero

PUSH LPBYTE Indicate ; Virtual address of indicate flag
PUSH WORD 3 ; Start Reset Indication

PUSH WORD Pr ot DS ; DS of called protocol nodule
Cal | Status

Returns: 0x0000 SUCCESS
Descri ption:

Called to indicate that the adapter has started a reset. This
will generally be due to a call to Reset MAC (perhaps by anot her
protocol driver in a VECTOR configuration) but can be
unsolicited. The protocol nust assune when it gets this

i ndication that all requests outstanding to the MAC have been

di scarded without notification. The end of the reset will be
signall ed by an EndReset indication. The reset process may take
a significant amount of tine. Wile it is in progress, the MAC
may reject any requests it cannot handle with I NVALI D_FUNCTI ON
(0x0008). As with any other indication, StartReset is entered
with indications inplicitly disabled. To protect itself from
ot her indications the protocol may choose to nodify the Indicate
flag to keep indications disabled on return. This will not
prevent the EndReset indication from being generated however.

EndReset

Purpose: Inply that adapter has finished a reset.

PUSH WORD MACI D ; Module I D of MAC

PUSH WORD St at us ; MAC error information

PUSH LPBYTE Indicate ; Virtual address of indicate flag
PUSH WORD 5 ; End Reset |ndication

PUSH WORD Pr ot DS ; DS of called protocol nodule

Call Status



Ret ur ns: 0x0000 SUCCESS
0x0008 I NVALI D_FUNCTI ON

Descri ption:

Called to indicate that the adapter has finished a reset and
follows the StartReset indication. The protocol may return

I NVALID FUNCTION if it was witten to the 1.0.1 version of this
speci fication, where it assunes end of reset on IndicationConpl ete.
To ensure conpatibility with 1.0.1 protocol drivers, the MAC nust
ensure the IndicationConplete is called after EndReset and before
any ot her indications.

EndReset will pass up a success/fail code for Reset MAC in
the Status paraneter.

0x0000  SUCCESS

0x0024  HARDWARE_ERROR

0x002A  NETWORK_MAY_NOT_BE_CONNECTED
0Xx00FF  GENERAL_FAI LURE

As with any other indication, EndReset is entered with
indications inplicitly disabled. To protect itself from other
i ndications the protocol may choose to nodify the Indicate flag
to keep indications disabled on return. MAC drivers nust be
prepared for the possibility that both StartReset and EndReset
allow the protocol to nodify this flag.

EndReset is not affected by IndicationOn and IndicationOf. In
other words, if the protocol nodifies the indicate flag during
StartReset to disable indications, this will not prevent the
EndReset indication from being generat ed.

If both StartReset and EndReset disable indications, the

I ndicati onOf depth is 2, requiring two calls to IndicationOn

in order to enable indications. For exanple, if protocol A

di sabl es indications during StartReset and protocol B disables

i ndi cations during EndReset, both protocols rmust issue IndicationOn
before indications are re-enabled. The sanme is true if the sane
protocol issues IndicationOf tw ce.

I nt errupt

Purpose: Inply that an interrupt has occurred as the result of an
i nterrupt request.

PUSH WORD MACI D ; Modul e I D of MAC

PUSH WORD 0 ; Pad parameter must be 0

PUSH LPBYTE Indicate ; Virtual address of indicate flag
PUSH WORD 4 ; Interrupt indication

PUSH WORD Pr ot DS ; DS of called protocol nodul e

Call Indication
Returns: 0x0000 SUCCESS

Descri ption:



The MAC calls this function to indicate to a protocol that an
interrupt requested by an Interrupt request has occurred. Since
this indication nmay be deferred by disabling indications, a
protocol may use this mechanismto inplenment a sinple scheduling
schene to allowit to regain control once outside of a critical
code region. The MAC may at its discretion suppress the
generation of this indication if there is another indication
pendi ng whi ch may be issued in place of the Interrupt status

i ndi cati on.

System Request s

Al MAC and protocol nodul es inplenent a set of systemrequest
functions that support nodul e-i ndependent functions such as

bi nding. The caller of these functions is usually the Protocol
Manager. The entry point for systemrequests is defined in the
conmon characteristics table for the nodule. Al systemrequests
are i npl emented synchronously. Note that all pointers in system
requests are Ring 0 GDT virtual addresses.

Al systemrequests have the follow ng common cal ling conventi on:

PUSH DWORD Par aml ; Request dependent dword paraneter or O
PUSH DWORD Par an ; Request dependent dword paraneter or O
PUSH WORD Par anB ; Request dependent word parameter or O
PUSH WORD Opcode ; Opcode of request

PUSH WORD TargetDS ; DS of called nodul e

Call System

InitiateBind

Purpose: Instruct a nodule to bind to another nodul e.

PUSH DWORD 0 ; Pad parameter must be 0

PUSH LPBUF Char Tab : Characteristics of nbdule to bind
PUSH WORD LastBind ; Non-zero if last InitiateBind
PUSH WORD 1 ; Initiate Bind Request
PUSH WORD Pr ot DS : DS of called Protocol nodule
CALL System
Ret ur ns: 0x0000 SUCCESS

0x0008 I NVALI D_FUNCTI ON

0x0021 | NCOVPLETE_BI NDI NG

0x0022 DRI VER_NOT_I NI TI ALI ZED
0x0023 HARDWARE _NOT_FOUND
0x0024 HARDWARE_FAI LURE
0x0025 CONFI GURATI ON_FAI LURE

0x0026 | NTERRUPT _CONFLI CT

0x0027 | NCOVPATI BLE_MAC

0x0028 | NI TI ALI ZATI ON_FAI LED

0x002A  NETWORK_MAY_NOT_BE_CONNECTED
0x002B | NCOVPATI BLE_OS_VERSI ON

Ox00FF GENERAL_FAI LURE

Descri ption:



This call is issued by the Protocol Manager to an upper protoco
nmodul e. It passes the address of the characteristics table of
the | ower nodul e that the upper nmodul e nust issue a Bind call to
If the upper nodul e specified a BindingsList including nore than
one lower nmodule, then InitiateBind's will be issued for those
nodules in the order the lower nodules are listed in the

Bi ndi ngsLi st structure. LastBind is used to indicate the |ast
Initiate Bind request so the nodule may performany fina
initialization prior to returning. In the static default binding
case of one static protocol and one MAC, the Protocol Manager
will issue an InitiateBind passing the characteristics table of
the MAC even if no bindings list was specified. In this case
LastBind will be non-zero. |In the non-default case if a nodule
ot her than a MAC does not have | ower bindings (having a Bindlist
wi th a NunBi ndi ngs count = 0), the Protocol Manager will stil
issue an Initiate Bind to the nodule to allow final
initialization. 1In this case CharTab will be NULL and LastBi nd
wi Il be non-zero.

If the Bind operation fails then the Initiate Bind operation nust
also fail returning the sane return code as the failing Bind
cal | .

If a nodul e returns a non- SUCCESS code on InitiateBind, in the
dynam ¢ node the Protocol Mnager will automatically deregister
that nodul e and renove all reference to it in its bind tables.

In particular any other nodule that had registered (via

Regi sterMbdule) its intention to bind with the failed nodule wll
get an InitiateBind call with the "CharTab" pointer far NULL and
"Last Bi nd" non-zero. A nodule that has | ower bindings and
receives an InitiateBind with a NULL bind "Char Tab" nust generate
a non- SUCCESS return code in order to force the Protocol Manager
to deregister it. In DOS it is recommended that a dynam ¢ nodul e
that failed its bind deinstall itself. In O58/2 it is recommended
that the dynamic driver that failed its bind |leave its dynanic
segnment s unl ocked.

Bi nd

Pur pose: Exchange nodul e characteristic table information

PUSH LPBUF Char Tab ; Pointer to caller's table
PUSH LPBUF TabAddr ; Address where to return a pointer
; to called nodule's characteristics

PUSH WORD 0 ; Pad paraneter nust be zero
PUSH WORD 2 ; Bi nd Request
PUSH WORD TargetDS ; DS of called nodul e
CALL System
Ret ur ns: 0x0000 SUCCESS

0x0008 I NVALI D_FUNCTI ON

0x0022 DRI VER_NOT_I NI TI ALI ZED
0x0023 HARDWARE _NOT_FOUND
0x0024 HARDWARE_FAI LURE
0x0025 CONFI GURATI ON_FAI LURE



0x0026 I NTERRUPT_CONFLI CT

0x0027 | NCOVPATI BLE_MAC
0x0028 I NI TI ALl ZATI ON_FAI LED
0x002A NETWORK_MAY_NOT_BE_CONNECTED
0x002B | NCOVPATI BLE_OS_VERSI ON
OxO00FF GENERAL_FAI LURE
Descri ption:
Used by one nodule to bind to another. It exchanges pointers to

characteristics tables between the two modules. A MAC will
accept only one bind and will not accept additional bind attenpts.

For conpatibility with Renote Initial Program Load, MAC drivers
nmust not mani pul ate the network adapter at INT tinme. The MAC
driver is free to determine if the network adapter is present,
but nust | eave any hardware mani pul ation to Bind tine processing.

InitiatePrebind (OS/2 only)

Purpose: In OS5/ 2 dynam c bind node instruct a nodule to restart
its prebind initialization.

PUSH DWORD 0 ; Pad paraneter (nust be zero)
PUSH LPBUF 0 ; Pad paraneter (rnust be zero)
PUSH WORD 0 ; Pad paraneter (must be zero
PUSH WORD 3 ; Initiate Prebind Request
PUSH WORD Pr ot DS ; DS of called protocol nodule
CALL System
Ret ur ns: 0x0000 SUCCESS
OxO00FF GENERAL_FAI LURE
Descri ption:
In the OS/2 dynanmic node, this call is issued by the Protocol

Manager to a dynamically | oadabl e protocol driver when the
Prot ocol Manager InitAndRegister is called. This function is
avail able for the protocol driver to restart its prebind
initialization when it is dynam cally rel oaded.

An OGS/ 2 dynam ¢ protocol driver is assuned to be made up of
static and transient segnents. Wen the protocol is not needed,
the transient segnments are unl ocked (using the DevH p Unl ock
conmand) to allow themto be swapped out. Wen the protocol is
needed again, InitiatePrebind is issued. During InitiatePrebind,
the driver needs to Lock down its dynam c segnments (using the
DevH p Lock command, type 1) to force them back into nmenory and
make t hem addressabl e again. The protocol mnmust save the | ock
handl e returned by this call for later Unlock'ing. Also, the
prebind initialization sequence is initiated in this call and
consists of re-reading the PROTOCOL. I Nl nmenory i mage,
configuration initialization, prebind nenory allocations, and
registration with the Protocol Manager. The protocol nodul e
typically carries out here the sane functions that are perforned
by a static protocol nobdule when a strategy routine INIT command



is given.

InitiateUnbind

Purpose: Instruct a nodule to unbind from anot her nodul e.
PUSH DWORD 0 ; Pad parameter (rmust be zero)
PUSH LPBUF Char Tab ; Char's of nodule to unbind
PUSH WORD LastUnbind ; Non-zero if last Init'Unbind
PUSH WORD 4 ; Initiate Unbi nd Request

PUSH WORD Pr ot DS ; DS of called protocol nodule
CALL System

Returns: 0x0000 SUCCESS
Ox00FF GENERAL_FAI LURE

Descri ption:
This call is issued by the Protocol Mnager in dynam c node to an
upper protocol nodule. It passes the address of the characteristics

table of the | ower nodul e that the upper nodul e nmust issue an

Unbi nd conmand to (this would be an entry into the VECTOR if the
lower nmodule is a MAC). LastUnbind is used to indicate the |ast
InitiateUnbind request, so the nodule may perform any final cleanup
bef ore returning.

If a protocol nodul e does not have | ower bindings (having a

Bi ndi ngsLi st with a NunBi ndings count = 0), InitiateUnbind wll
still be issued with CharTab set to NULL and LastUnbind set to
non-zero in order to allow the nodule to termnate.

Unbi nd

Pur pose: An unbind request from an upper protocol nodule to a
| ower nodul e.

PUSH LPBUF Char Tab ; Caller's characteristics table
PUSH DWORD 0 ; Pad paranmeter (nust be zero)
PUSH WORD 0 ; Pad paranmeter (nust be zero)
PUSH WORD 5 ; Unbi nd Request

PUSH WORD Tar get DS ; DS of called nodul e

CALL System

Returns: 0x0000 SUCCESS
0x0008 I NVALI D_FUNCTI ON
Ox00FF GENERAL_FAI LURE

Descri ption:

Used by one protocol nodule to unbind fromanother. The caller's
characteristics table is passed to permt the called nodule to
identify the upper nodule. |If the Unbind is to a MAC, the VECTOR
does the Unbind cl eanup on behalf of the MAC. Thus MAC drivers

t hensel ves do not need to support this call.



Prot ocol Manager Primtives

Since the Protocol Manager primtives may be accessed via an
IOCTL in OGS/ 2, a request block is defined as foll ows:

struct ReqBl ock

{
unsi gned Qpcode; [ *Opcode for Protocol Manager request */
unsi gned St at us; [*Status at conpletion of request */
char far *Pointerl; [*First paraneter Ring O GDT pointer */
char far *Pointer2,; [ *Second paraneter Ring O GDT pointer */
unsi gned Wordi; [ *Par anet er word */
b

Direct calls are made to the Protocol Manager with a pointer to
the ReqBl ock on the stack. For I COCTL requests, the paraneter
buf fer contains a pointer to the ReqBl ock. The direct calling
sequence is as follows:

PUSH LPBUF RegBl ock ; Ring O GDT Address of ReqBl ock
PUSH WORD TargetDS ; DS of Protocol Manager
Call Prot ManEntry

Note that under OS5/ 2 the direct entry cannot be used at
CONFIG SYS initialization time since the driver is still in Ring
3 context.

Note also that if the Protocol Manager is in dynam c node, these
primtives can be invoked by other nodul es after system
initialization. Dynamic O5/2 Ring O device drivers issuing these
primtives post INIT tine nust use the direct entry interface
since the IOCTL interface is illegal at this tine.

CGet Pr ot ocol Manager | nf o

Purpose: Retrieve pointer to configuration inmage.

Opcode -1
St at us - On return contains request status
Pointerl - On return contains a FAR pointer to structure menory

i mage representing the parsed user configuration file
PROTOCOL. INI.  For static OS/2 device drivers, the

sel ector of the pointer returned here is valid only at
device INIT tine. For dynamc OS/ 2 device drivers, the
selector returned is always valid and will be a valid
LDT selector for the process under which this primtive
is called. For DOS this is a segnent:offset pair.

Poi nter2 - Unused

Wor d1 - On return contains the BCD-encoded major (low byte in
menory) and mnor (high byte in nmenmory) version of the
speci fication on which this Protocol Minager driver is
based. (2.0 for this specification)



Ret ur ns: 0x0000 SUCCESS
0X0008 I NVALI D_FUNCTI ON
0x0002F I NFO_NOT_FQUND
Ox00FF GENERAL_FAI LURE

Descri ption:

This request is used by a nodule to obtain the configuration

i nformati on parsed fromthe user-defined protocol configuration
file PROTOCOL. INI. Modul es invoke this function during device
driver initialization to obtain this information for initializing
configuration variables and maki ng dynanmi c nmenory all ocations and
to determ ne their inter-nodul e bindings.

In DOS dynami c node, INFO NOT_FOUND is returned if the Protoco
Manager detects that the structured nenory image is not valid.
This can occur if prior to |oading a dynam c nodul e the
structured configuration nenory i mage was not registered with the
Prot ocol Manager via a Regi sterProtocol Managerlnfo command or if
the nenory image got corrupted between registering it and getting
it via the current primtive. The corruption mght occur if

anot her DOS programis | oaded between the nmenory inage
registrations and the nmenory inage read operation by a dynamc
protocol invoking the GetProtocol Managerlnfo primtive.

This request is valid in both the static and dynam ¢ nodes of
Prot ocol Manager operation. |In the static node, this request is
only valid prior to binding and starting. Invoking this
primtive in static node after all nodul es are bound and started
wi Il cause I NVALI D FUNCTION to be returned by Protocol Mnager

Regi st er Mbdul e

Purpose: Register a nodule and its bindings.

Opcode - 2
St at us - On return contains request status
Pointerl - Contains a FAR pointer to the nodul e’ s comon

characteristics table. The nodul e nmust have all
information in that table filled in except for the
Modul e 1D which is filled in by the Protocol Mnager on
return.

Pointer2 -Contains a FAR pointer to a BindingsList structure of
the nodul es to which this nodule wishes to be bound to
The Protocol Manager will use only the information
passed in the BindingsList to determne the rel evant
nmodul e bi ndings. This pointer can be FAR NULL to
indicate that this nmodule will not currently bind to
any nodule. This latter option is useful for dynamc
OGS/ 2 nodul es that need to register their nodul e nane
with the Protocol Manager but do not wish to remain
fully resident (and therefore bind) at the current
time. This non-bindable registration permts the



dynamic driver to reregister with a BindingsLi st when
it is later rel oaded and made operati onal

Wordl - Unused

Returns: 0x0000 SUCCESS
0x0008 I NVALI D_FUNCTI ON
0x002C ALREADY_REG STERED
Ox00FF GENERAL_FAI LURE

Descri ption:

This request is used by a driver or dynamically | oadable
executable to identify one of its contained nodules to the

Prot ocol Manager. After calling RegisterMdule, a static driver
must remain installed and respond to systemrequests. A dynamc
OG5/ 2 driver must |leave its systementry function code pernmanently
| ocked in menory. A dynamic DOS nodul e must remain installed and
respond to systemrequests until it is unbound and unl oaded

This registration is acconplished by passing a pointer to the
nmodul e' s characteristics table to the Protocol Minager. The
driver also passes a bindings list requested by the nodule. The
bi ndings list contains the one or nore nodul e nanes which the
nmodul e wi shes to bind to as a client. This bindings information
is later used by the Protocol Manager to determ ne the necessary
sequence of InitiateBind commands to issue. This bindings |ist
must persist while the protocol is operational. 1In the static
default bindi ngs case of one static protocol and one MAC, the

bi ndings list pointer provided in this request can be NULL

i ndicating that a protocol nodule by default will bind to the
single underlying MAC. Oherwi se in the non-default bindings
case, a NULL bindings list pointer provided in this request wll
indicate that this nodule will not bind to any other nodul e at
the current time and is not ready to initialize. 1In this latter
case the Protocol Manager will not call the nodule's InitiateBind
system function. A NULL binding list pointer is particuarly
useful for dynamic OS5/ 2 drivers that register their nmodul e name
at INT tine, but are not to remain fully resident at startup
time. This is called a non-bindable registration. A protocol
nodul e can al so pass a non-NULL bindings list with a O nunber of

bi ndi ngs count. In the default bindings case, this is
interpreted by the Protocol Manager to bind the protocol to the
single underlying MAC. In the non-default bindings configuration

this means that a protocol is registering wthout any |ower
bi ndi ngs, but is required to be initialized by an InitiateBind
cal | .

A driver which contains nultiple nodules can call RegisterMdul e
multiple tinmes, once for each nodule. The Protocol Manager
responds to each request by assigning each nodule a nodule |D.
The nodule IDis returned in the nodule's characteristics table
on conpl etion of the RegisterMdul e request.

If a nodule nane is currently registered with the Protoco
Manager, an attenpt to register the same nodul e name will fail
and a status code of ALREADY REA STERED will be returned. A
dynamic OS/2 driver is considered currently registered if it had



previously registered with a non-NULL bindings list indicating a
requirement to bind and/or start and it had not yet unbound.
Thus a dynamic OS/2 driver can reregister with the Protocol
Manager under the sanme nodule nanmes if it either had unbound or
had not previously nmade a bindable registration.

This request is valid in both the static and dynam ¢ nodes of
Prot ocol Manager operation. In the static node, this request in
only valid prior to binding and starting. |Invoking this
primtive in static node after all nodul es are bound and started
wi Il cause I NVALID FUNCTION to be returned by the Protocol
Manager. A registration of a dynamc nodule (bit 2 set of the
"modul e function flags" in the Common Characteristics table) in
static Protocol Manager node is invalid and will generate

I NVALI D FUNCTION. It is mandatory that all static DOS and static
and dynami c OS/2 device drivers invoke this function at | east
once at INT tine.

Bi ndAndSt ar t

Purpose: Initiate the binding process.

Opcode - 3

St at us - On return contains request status

Pointerl - Caller's virtual address of FailingMdul es structure.
This structure in the caller's address space is filled in by the Protocol
Manager prior to returning fromBindAndStart. |If BindAndStart reports

an error, it contains the nodule nanes in ASCI|Z format of the upper nodul e
and | ower nmodule (may be a NULL string) reporting the error.
If BindAndStart is successful then both are NULL strings.

struct FailingMdul es {
char Upper Modul eNane[ 16]; /* Upper failing nodul e*/
char Lower Mbdul eNane{16}; /* Lower failing nodul e*/

}s

Poi nter2 - Unused

Wordl - Unused

Returns: 0x0000 SUCCESS
0x0007 | NVALI D_PARANMVETER
0x0008 | NVALI D_FUNCTI ON
0x0020 ALREADY_ STARTED
0x0021 | NCOVPLETE_BI NDI NG

0x0022 DRI VER_NOT_I NI TI ALI ZED
0x0023 HARDWARE_NOT_FOUND
0x0024 HARDWARE_FAI LURE
0x0025 CONFI GURATI ON_FAI LURE

0x0026 | NTERRUPT_CONFLI CT
0x0027 I NCOVPATI BLE_NMAC
0x0028 I NI TI ALI ZATI ON_FAI LED

0x0029 NO_BI NDI NG
0x0002D  PATH_NOT_FOUND
0x0002E | NSUFFI CI ENT_MVEMORY



Ox00FF GENERAL_FAI LURE
Descri ption:

This is used to trigger the Protocol Minager bind and start
sequence. This permts an application program(e.g., executing
froma DOS batch or O5/2 command file) to trigger the bind
sequence. The bind sequence is invoked by the Protocol Mnager's
calling each nodule's inter-nodule InitiateBind function. |[If an
InitiateBind fails then BindAndStart will fail with same return
code as the failing InitiateBind.

In the static node of Protocol Manager operation, this request
can be invoked only once to bind and start all static drivers.
Successi ve invocations return | NVALI D_FUNCTI ON.

In the dynam c node, this conmand tells the Protocol Manager to
issue the IntitiateBind primtive to all dynamically | oaded
protocol drivers that have registered since the last InitiateBind
(or since the beginning of time for the first call).

In DOS, the caller is required to invoke this primtive via the
direct entry point rather than the DOS | OCTL met hod. The

Prot ocol Manager will generate an I NVALID FUNCTION error if this
function is invoked by an I1OCCTL. This will permt the protocol
nodul es to make DOS function calls during their bind and start
sequence initiated by this primtive (when the Protocol Manager
calls the InitiateBind systementry point of the protocol). If
the I OCTL were used, the bind/start sequence woul d be carried out
inside of a DOS call and protocols would not be able to nake
further DOS calls within their initialization sequence in order
to prevent DCS reentrancy.

In DOS the Protocol Manager |oads PROTMAN. EXE to execute this
conmmad. The caller must have previously guaranteed that at

| east 20k of nmenory is available to | oad PROTMAN. EXE prior to

i nvoki ng the BindAndStart primtive. |In static VECTOR
configurations (Chapter 7) PROTMAN EXE will remrain resident after
Bi ndAndStart conpletes. In such cases it is strongly recomrended
that the caller free as nmuch nmenory as possible prior to calling
Bi ndAndStart so the PROTMAN. EXE will reside in the | owest menory
possible. This will prevent |arge unusable gaps in DOS nenory
when the calling function term nates.

A utility, NETBIND. EXE, that invokes the BindAndStart primtive
is provided with the Protocol Mnager and is described in
Appendi x E.

CGet Pr ot ocol Manager Li nkage
Purpose: Retrieve Protocol Manager D spatch and DS Val ue.

Opcode - 4
St at us - On return contains request status

Pointerl - On return contains the Protocol Manager D spatch point.



Poi nter2 - Unused

Wor d1 - On return contains the Protocol Manager DS.
Returns: - 0x0000 SUCCESS
0x0008 I NVALI D_FUNCTI ON

OxO00FF GENERAL_FAI LURE
Descri ption:

This request is used by a nodule to obtain the dispatch entry
poi nt and DS of the Protocol Manager. Direct calls may then be
made by DOS & OS/2 Ring O drivers and DOS utilities to the

di spatch entry point.

Al'l dynamically rel oaded OS/2 protocol drivers nust issue this
conmand to the Protocol Manager at CONFIG SYS INIT tine using the
| OCTL nechani sm and nust save the Ring O Protocol Manager

di spatch entry point and DS. Wen the driver subsequently re-
registers with the Protocol Manager on reload at post INIT tine,
it must do so via the direct entry interface using the saved
entry point and DS (since an I OCTL would be illegal at that
time).

Any DOS utility that intends to i nvoke the Bi ndAndStart or
Unbi ndAndSt op Protocol Manager primtives nust first invoke this
primtive to get the Protocol Manager's direct entry point.

This request is valid in both the static and dynam ¢ nodes of
Prot ocol Manager operation. |In the static node, this request is
only valid prior to binding and starting. |Invoking this
primtive in static node after all nodul es are bound and started
wi Il cause I NVALI D FUNCTION to be returned by the Protocol
Manager .

Get Prot ocol | ni Pat h
Purpose: A command to obtain the path to the PROTOCOL. INI file
read by the Protocol Manager when it initialized.

Opcode -5
St at us - On return contains request status
Pointerl - The virtual FAR pointer to a buffer, which wll
contain the returned PROTOCCL. I NI pathnanme in ASCI|Z
format on conpl eti on.
Pointer2 - Unused
Wor d1 - The length of the provided buffer on input.
Returns: - 0x0000 SUCCESS
0x0007 | NVALI D_PARAMETER
0x0008 I NVALI D_FUNCTI ON

Descri ption:



This primtive can be called by an application program or

dynami cal |y | oadabl e protocol that will read and parse the
PROTOCOL. INI file to obtain the original |location of the
PROTOCOL. INI file used by the Protocol Manager when it
initialized. This permts such a programto use the same file
read by the Protocol Manager. The Protocol Manager returns only
the pathnane to the subdirectory containing the PROTOCOL. | NI
file, excluding the string "PROTOCOL. I NI", which nay be up to 60

characters in length. This string will include the drive
identifier and be fully qualified relative to the root. The
buf fer nmust be large enough to hold the returned string. |If not,

the contents of the buffer are undefined and the
| NVALI D_PARAMETER error returned.

This request is valid in both the static and dynam ¢ nodes of
Prot ocol Manager operation. |In the static node, this request is
only valid prior to binding and starting. Invoking this
primtive in static node after all nodul es are bound and started
wi Il cause I NVALI D FUNCTION to be returned by the Protocol
Manager .

Regi st er Pr ot ocol Manager | nf o

Purpose: A command valid only in the dynam c node to register
the current startingaddress of the PROTOCOL.|I NI nenory
i mge with the Protocol Manager.

Opcode - 6

St at us - On return contains request status

Pointerl - The virtual FAR pointer to the structured nenory
i mage representing the parsed user configuration file,
PROTOCOL. | NI'.

Poi nter2 - Unused

Wor d1 - Length of structured nenory inmage
Returns: - 0x0000 SUCCESS

0x0008 | NVALI D_FUNCTI ON
Descri ption:

In dynam c node, this command regi sters with the Protocol Manager
the address of the PROTOCOL.INl menory image. It is assumed that
prior to dynamcally | oading a protocol nodule, the PROTOCOL. | NI
file is re-read and re-parsed in some nmenory inmage. The pointer
to the nenory image is given to the Protocol Manager, so that it
is available for the "GetProtocol Managerlnfo" primtive of the
dynamic initializing nmodule that reads its configuration

par anmet er s.

In static node, this command is illegal and the | NVALI D_FUNCTI ON
error code is returned.

A utility, READPRO EXE, that reads and parses the PROTOCOL. | NI
file into a menory image and registers this with the Protocol



Manager is provided with the Protocol Minager and is described in
Appendi x E.

I ni t AndRegi st er

Purpose: An optional dynamic OS/2 command to dynamically restart
the prebind initialization of a dynam cally rel oadabl e
protocol driver.

Opcode - 7

St at us - On return contains request status

Pointerl - Unused

Pointer2 - FAR virtual pointer to an ASCIIZ buffer containing
the nane of the nodule to be prebind initialized.
Wor d1 - Unused
Returns: - 0x0000 SUCCESS
0x0007 | NVALI D_PARAMETER
0x0008 | NVALI D_FUNCTI ON
OxO00FF GENERAL _FAI LURE
Descri ption:

In OGS/ 2 dynami ¢ node, this reactivates the transient portions of
a protocol driver previously statically |oaded at system startup,
but for which the transient portions of the driver were not

| ocked down. The command causes the Protocol Manager to invoke
the systementry point of the specified nodule with the
function"lnitiatePrebind" in order for the driver to restart its
prebind initialization. The prebind initialization functions are
driver specific. However, it is expected that such functions

m ght include

0 | ocking down its dynami c segnments using the DevH p Lock
conmand (| ock typel) and saving the returned | ock handl e.

0 getting its PROTOCOL. I NI configuration information
0 doing its prebind initialization,
0 and finally, re-registering with the Protocol Mnager.

In static node, this command is illegal and the | NVALI D_FUNCH TON
error code is returned.

Unbi ndAndSt op

Pur pose: A dynam c binding conmand to term nate a transient
previously dynam cally bound protocol nodule and to
termnate its bindings.

Opcode - 8

St at us - On return contains request status



Poi nterl

Fail i ng nmodul es as for the "BindAndStart"™ comand

Pointer2 - If non-NULL, FAR virtual pointer to an ASCI|Z buffer
contai ning the nane of the nodule to be unbound.

If NULL, then term nates a set of previously dynamcally
bound protocol nodul es as defined below Valid only for

Wordl - Unused

Returns: - 0x0000 SUCCESS
0x0007 | NVALI D_PARANVETER
0x0008 I NVALI D_FUNCTI ON

0x0002D  PATH_NOT_FOUND
0x0002E | NSUFFI G ENT_MEMORY

Descri ption:

This is used in the dynanmic node to termnate either a specific
protocol nodule or a set of previously dynam cally bound protocol
nodul es and to terminate their binds. A "set" is the collection
of protocol nodul es previously |oaded or rel oaded between two
successive "BindAndStart” calls or between the [ ast

"Bi ndAndStart” and this call. Successive "Unbi ndAndSt op”
conmands with NULL Pointer2 argunents term nate protocol sets in
the reverse order in which they were bound. The Protocol Mnager
renoves reference to the protocols fromits VECTOR (for NAC

unbi ndi ngs) tabl e and general binding tables. The Protocol
Manager issues an "lnitiateUnbind" command to each protocol to be
unbound so that the protocol can issue an "Unbi nd" command to the
nmodul es it is bound to. For MAC unbindings, the "Unbind" is

i ssued back to the Protocol Manager VECTOR. The NULL Pointer?2
option is used in DOS environnents for TSR protocol nodul es in
whi ch the unbi nd sequence usual ly proceeds in reverse order of
the bi nd sequence. The non-NULL Pointer2 option nust be used in
OGS/ 2 environments. The NULL Pointer2 option is invalid for OS/ 2.

In DOS, the caller is required to invoke this primtive via the
direct entry point method rather than the DOS | OCTL net hod. The
Prot ocol Manager will generate an I NVALID FUNCTION error if this
function is invoked by an 1OCCTL. This will permt the protocol
nodul es to be terminated to make DOS function calls during their
unbi nd/ stop sequence initiated by this primtive (when the

Prot ocol Manager calls the InitiateUnbind systementry point of
the protocol). |If the IOCCTL were used, the unbind/stop sequence
woul d be carrried out inside of a DOS call, and protocols woul d
not be able to nake further DOS calls within their termnation
sequence in order to prevent DOS reentrancy.

In DOS the Protocol Manager |oads PROTMAN. EXE to execute this
conmand. The caller must have previously guaranteed that at
| east 20K of nmenory is available to | oad PROTMAN. EXE prior to
i nvoki ng the Unbi ndAndStop primtive.

A utility, UNBIND. EXE, that invokes the Unbi ndAndStop primtive
is provided with the Protocol Mnager and is described in
Appendi x E.

DCS.



In static node, this command is illegal and the | NVALI D_FUNCTI ON
error code is returned.

Bi ndSt at us
Purpose: A command to obtain information fromthe Protocol
Manager about the current set of bound nodul es.

Opcode 9

St at us - On return contains request status

Pointerl - On input, under O5/2 only, if the caller is in Rng 3,
this nmust be a FAR virtual pointer to a buffer
where the returned information will be stored.
- On input, under DOS or in OS/2, if the caller is in
Ring O, this pointer nust be NULL.
- On output, Pointerl points to the root tree.

Pointer2 - NULL

Wor d1 - only used in OS/2
- Length of buffer (input) and bytes copied (output).
Returns: - 0x0000 SUCCESS
0x0008 | NVALI D_FUNCTI ON

0x000D BUFFER_TOO SMALL
Descri ption:

If enabled by the Protocol Mnager's BI NDSTATUS=YES paraneter in
PROTOCOL. INI, this conmand can be called at any tinme to obtain
informati on fromthe Protocol Mnager about the current set of
bound nodules. If this command is disabled, an attenpt to invoke
this command will return | NVALI D_FUNCTI ON.

The foll owi ng characteristics tables are returned for the nodul es
whi ch qualify:

Common Char acteristics

Servi ce-Specific Characteristics (including the Miulticast
Address List for MAC nodul es)

Servi ce- Speci fic Status
Medi a- Specific Statistics (for MAC nodul es only)

The tables are linked together into a bind tree using a new
structure:

struct Bi ndNode {
struct cctable far *comonptr;
struct Bi ndNode far *down;
struct Bi ndNode far *right;

b
NOTE: There may be additional fields added to Bi ndNodes in the



future, so do not rely on its exact size

A BindNode is linked to its Common Characteristics Table (CCT) by
the CormonPtr field. The CCT"s are then linked into a bind tree
using the R ght and Down pointers. Down points to the first

Bi ndNode bound bel ow this one, and Right points to the next. At
the top of the tree (the uppernost level), the R ght pointers

al so l'ink together the BindNodes as if they are bound to a
virtual root Bi ndNode

A sinmple exanple mght help illustrate this better

Pr ot oco
/ \
MAC1 MAC2

whi ch woul d be represented by the followi ng bind tree:

Pr ot ocol

wher e the Bi ndNodes have been hidden to keep the di agram si npl e--
only their Down and Ri ght pointers are shown. The remai ning Down
and Ri ght pointers would be NULL.

One option when making this call is to pass a NULL buffer pointer
(in Pointerl), in which case the root BindNode pointer will be
returned in Pointerl. The Protocol Manager uses Bi ndNodes
internally to build the bind tree. The caller can then run the
current bind tree to obtain information. This is the only nethod
supported under DOS. Under OS/2, this method will only work for
Ring O drivers.

Under OS/2, Ring 3 programs nust use a second met hod by providing
a pointer to a buffer (in Pointerl) of a specified size (in
Wbrdl) to copy the characteristics tables into. In this case,
the Protocol Manager will copy the qualifying tables into the

buf fer provided. The first entry in the buffer will be the root
Bi ndNode. The order of the remaini ng Bi ndNodes and tables within
the buffer is undefined. The BindNodes and their various tables
are |linked together by pointers which will be fixed up by the
Prot ocol Manager to use the sane selector as the buffer itself
(i.e., Rng 3if the buffer is Ring 3). Specifically, the

Prot ocol Manager will fixup the follow ng entries:

Bi ndNode:
CommonPt r
Down
Ri ght
Common Char acteri stics:
Pointer to service-specific characteristics
Poi nter to service-specific status
Servi ce- Specific Characteristics
Pointer to nulticast address list (MAC s only)



Servi ce- Speci fic Status
Poi nter to nedi a-specific statistics (MAC s only)

The remai ning pointers (e.g., dispatch tables and entry points)
will be in an undefined state and nmust not be relied upon.

If the buffer was too small, BUFFER TOO SMALL will be returned,
the pointers to tables which were not copied will be NULL, and
the bytes copied return paraneter (Wrdl) will indicate where the
i nformati on was truncated.

The information returned is nerely a snapshot at a particul ar
point of tinme. The Protocol Manager will disable interrupts

whi | e copying individual status and nedi a-specific statistics
tables to guarantee their internal integrity. The caller cannot
assune that all tables were copied in the sane atom c operation
however .

In the case of O5/2, if two or nore nodul es are bound to the same
| ower nodule, the lower nodule's table is duplicated in the tree.
Therefore, the Rng 3 caller will have to provide | arger anount
of buffer space for the returned information.

The nunber of nodes in the bind tree does not necessarily reflect
t he nunber of nodul es bound.

Regi st er St at us

Purpose: A command to query whether a specific logical nodule is
currently registered with the Protocol Manager.

Opcode: - Ox0A
St at us: - On return contains request status

Pointerl - NULL

Pointer2 - FAR virtual pointer to a 16-byte ASCI|1Z nodul e nanme
Word1l- NULL
Returns: - 0x0000 SUCCESS
0x0008 | NVALI D_FUNCTI ON
0x002C ALREADY_REG STERED
Descri ption:

This conmand can be called in either the static or dynam ¢ node
to determ ne whether a specific logical nodule is currently
registered with the Protocol Manager. This can be used by the
caller to determ ne whether a specified nodul e has al ready
registered with the Protocol Manager to prevent duplicate
registration. A SUCCESS status returned neans that the specified
nmodul e is not currently registered with the Protocol Manager. An
ALREADY REG STERED status nmeans that the nodule is currently

regi stered.

In the static node, this request is only valid prior to binding



and starting. Invoking this primtive in static node after all
nmodul es are bound and started will cause I NVALID FUNCTION to be
returned by the Protocol Manager.

Chapter 6: Protocol Manager

Prot ocol Manager Initialization

The Protocol Manager is loaded and initialized in both the 05/ 2
and DCS environment via the operating system CONFIG SYS INT
sequence. It must be | oaded before any protocol or MAC driver is
| oaded. In DOS, the Protocol Manager will be provided in a file
cal | ed PROTMAN. DCS. For OS/2, the file is PROTMAN. O52. The
device nane for the Protocol Manager is PROTMAN$ under DOS and

\ DEV\ PROTMAN$ under OS/2 (the \DEV format is required by versions
1.2 and later of OS/2).

In DOS to save nenory, an additional dynam cally | oadabl e
conponent of the Protocol Mnager called PROTMAN. EXE i s provi ded.
This file nust reside in the sane directory as the static device
driver conmponent, PROTMAN.DCS, itself. This file is called for
execution by the Protocol Mnager device driver conponent
whenever the Protocol Manager primtives Bi ndAndStart and

Unbi ndAndSt op are to be executed. In the static VECTOR node
(Chapter 7) PROTMAN.EXE will remain resident after Bi ndAndStart
execut es.

The Protocol Manager reads the PROTOCOL.INI file at INT time
and parses it to create the configuration nmenory inage passed to
the protocol nodules. The file is located in the LANVAN
directory of the boot drive or the directory given by the /I:
paraneter on the DEVI CE=PROTMAN. xxx line in CONFI G SYS. Under
DOS, this image is relocated to just below the menmory ceiling,
where it nust remain untouched until all binding has conpl et ed.
The Protocol Manager conputes a checksum of this inage and checks
it at bind tinme to guarantee that the i nage has not been nodified
inthe interim Note that this nenmory is not reserved by the

Pr ot ocol Manager.

If the Protocol Manager CONFIG SYS initialization is successful
it is ready to support the initialization of the other drivers.
However the initialization can be aborted for either of the
foll ow ng reasons:

1. The Protocol Manager did not have enough nmenory to hold the
PROTOCOL. | NI configuration nenory i mage.

2. The Protocol WManager encountered a syntax error while parsing
the PROTOCOL.INI file. This could have been an illegal hex or
deci mal paraneter value, an overflow condition (nuneric val ue
could not fit into 32 bits) was encountered or a string was
encountered with mssing end quotes.

These conditions are flagged as fatal errors to prevent erroneous
configuration paranmeters from propagating to the drivers for
their operation.

Static Binding Sequence



The Protocol Manager can be configured to operate either in the

static binding node or in the dynam c¢ binding node. 1In the
static binding node, only statically | oadabl e device drivers can
be | oaded and bound once at systeminitialization time. |In the

dynam ¢ bi ndi ng node, dynam cally | oadabl e protocol drivers can
be | oaded and dynami cal |l y bound and unbound during system
operation on a demand basis. Static drivers can al so be | oaded
at INIT time in dynam c node. The static binding sequence is
described in this section. The dynam c bindi ng sequence is
described in Chapter 7, "VECTOR and Dynami c Bi nding."

To determ ne the binding sequence, the Protocol Manager builds a
tree representing the bindings for all the nodules in the system
MAC drivers are at the bottom and the highest |level (for
exanpl e, NetBIOS) protocol layers at the top. It then binds
nmodul e pairs together fromthe bottomup. To do this, it issues
an InitiateBind to the upper nodule in the pair, passing it the
characteristics table of the | ower nodule. The upper nodule is
expected to issue a Bind to the lower nodule (if it is
acceptable) and return. This continues with the next higher up
nmodule. If there is a nodule which is not bound to anything
else, it receives an InitiateBind with a NULL characteristics
tabl e pointer.

To be nmore formal, the definitions |isted bel ow are required:

o AMAC driver is a protocol nodule with an upper |ayer interface
I evel of one (MAC |layer) and a |l ower |ayer interface |evel of
zero (physical). It nmust support binding at its upper
boundary.

o0 A MAC-l ayer entity is a protocol nodule with both upper and
| ower layer interface levels of one. It nust support binding
at its | ower boundary.

0 A standal one protocol module is one which has a | ower | ayer
interface |l evel of zero and which does not support binding at
its upper boundary.

The Protocol Manager builds a tree with nultiple branches. Each
MAC driver is at the base of a branch, with the protocol I|ayers
bound to it above it. Standal one nodul es are al so consi dered
branches by thenselves. The left-to-right order is defined by
the order in which the nodules register with the Protoco
Manager. The Protocol Manager does a pre-order transversal of
the tree, issuing InitiateBinds to all of the nodes except the
MAC dri vers.

An inmportant aspect of the binding scheme is that it allows for
nodul es to specify that they only do binding fromabove or bel ow
This is a requirement in cases where a nonolithic nodul e exposes
several interfaces, such as a NetBlI OS, TLI, and DLC. The TLI
coul d be presented as a | ogical nodule that had an upper
interface (the TLI) but no lower interface (since it uses a
private internal interface to its DLC). Such a nodul e woul d have
a characteristics table with the foll owi ng settings:



DWORD Mbdul e function flags, a bit mask (hints only):
Bit O - set (binds at upper boundary)
Bit 1 - clear (doesn't bind at | ower boundary)
BYTE Protocol |evel at upper boundary of nodul e:
4 - Transport
BYTE Type of interface at upper boundary of nodul e:
1 => TLI
BYTE Protocol |evel at |ower boundary of nodul e
-1 - Not specified
BYTE Type of interface at | ower boundary of nodul e:
For any level: 0 => private (ISV defined)
LPBUF Pointer to upper dispatch table
LPBUF Pointer to |ower dispatch table (NULL)

Sequence for non- VECTOR configurations:

1. Protocol Manager driver (PROTMAN. OS2 for OS/ 2 or PROTMAN. DOS
for DOS) is |loaded during CONFIG SYS initialization. The
Prot ocol Manager must be configured ahead of any MAC or
protocol drivers in CONFI G SYS

2. Protocol Manager initializes and reads PROTOCOL. INI to build
the configurati on menory i nmage

3. MAC and protocol drivers are |oaded by the operating system
During its initialization processing, each driver optionally
does the foll ow ng:

a. Open the PROTMANS device

b. Invoke the GetProtocol Managerinfo primtive to PROTMANS to
get a pointer to the configuration nenory inmage.

c. Read configuration paraneters fromthe i mrage and use these
to finish initialization and build characteristics tables.

d. Use the RegisterMdul e function once for each nodule to be
defined to the Protocol Manager

4. CONFI G SYS processing ends and applications are started

5. An application opens the PROTMAN$ device and issues the
Bi ndAndStart 1 OCTL. Such an application utility called
NETBI ND. EXE i s provided with the Protocol Manager driver and
is defined in Appendix E

6. The Protocol W©Manager uses information passed on previous
Regi sterModul e calls to determ ne the nodul e binding
hi er ar chy.

7. Proceeding frombottomto top of the binding hierarchy, the
Prot ocol Manager uses InitiateBind to cause each nodule to
bind to the module below it in the hierarchy. Each nodul e
getting this call responds by issuing a Bind call to the
nmodul e specified by the Protocol Manager on InitiateBind

8. Wien all nodul es have been bound, the Protocol Mnager returns



from Bi ndAndSt art.

The systemis now fully operational. Vector configurations are
simlar, with the VECTOR being automatically inserted between

| ayers one and two, if necessary (on top of the MAC driver as
well as any MAC-|layer entities which are present).

0G5/ 2 Calling Convention

Al of the Protocol Manager requests are supported by a single
05/ 2 1CCTL function. The services are denultiplexed via a
function code specified in the RegBl ock structure.

This 1CCTL has the follow ng | OCTL request packet parameters:

1. Block Device Unit Code: Undefined since the Protocol Mnager
is a character device.

2. Command Code: 16 for Generic | OCTL.

3. Status: If the IOCTL corresponds to one of the Protocol
Manager commands then the status field is returned with the
ERR bit cleared signifying | OCTL successful conpletion.

However the final status of the command is returned in the
"status" field of the ReqgBl ock buffer as defined below Note
that if the command is recogni zed the ERR bit is al ways

cl eared regardless of the status returned in "status".

However if the command is not recogni zed an | OCTL st atus
UNKNOMN_COMVAND (3) is returned with the ERR bit set. Finally
all of the conmmands return with the status "DON' bit set.

4. Category code: 0x81 which is the LAN Manager category code.
5. Function code: 0x58 for Protocol Manager conmand type.
6. Paraneter buffer: Pointer to ReqBl ock structure.
7. Data buffer: Unused and therefore the pointer is NULL.
By using the GetProtocol Manager Li nkage request a nodul e may
obtain the Protocol Manager dispatch point and DS. Once a nodul e
obtains the Protocol Manager's entry point and data segnent it
passes the a request to the Protocol Manager via the follow ng
function call:

int (far pascal *ProtManEntry) (ReqBl ockPtr, DataSeg);

struct ReqgBl ock far *ReqBl ockPtr;

unsi gned Dat aSeg;
wher e:

ReqBl ockPtr = a FAR pointer to the request bl ock

Dat aSeg = the Protocol Manager's data segnent base.

The Protocol Manager returns in AX the same return code that is



returned in the ReqgBl ock "status".

DCS Cal i ng Convention

Al of the Protocol Manager requests are supported by a single
DOS I OCTL function. The services are demultiplexed via a
function code specified in the RegBl ock. This IOCTL shoul d be
requested via Interrupt 21 with general registers |loaded with the
foll ow ng contents:

AH = 44H for | CCTL request

AL 02H for device input

DS: DX = Pointer to ReqgBl ock structure

CX = 14 for the size of the ReqBl ock structure
BX = Handl e from DOS Qpen of " PROTMANS"

This 1 OCTL generates the follow ng | OCTL request packet
par anmet ers:

1. Block Device Unit Code: Undefined since the Protocol Manager
is a character device.

2. Conmand Code: 3 for I OCTL input.

3. Status: If the I1OCTL corresponds to one of the Protocol
Manager commands then the status field is returned with the
ERR bit cleared signifying | OCTL successful conpletion.

However the final status of the command is returned in the
"status" field of the ReqgBl ock buffer as defined below Note
that if the command is recogni zed the ERR bit is al ways

cl eared regardless of the status returned in "status".

However if the command is not recogni zed an | OCTL st atus
UNKNOMN_COMVAND (3) is returned with the ERR bit set. Finally
all of the conmmands return with the status "DON' bit set.

4. Medi a Descriptor Byte: Unused

5. Transfer Address: Pointer to ReqBl ock structure.

6. Byte/ Sector Count: 14

7. Starting Sector Number: Unused

By using the GetProtocol Manager Li nkage request a mnodul e or
application may obtain the Protocol Manager dispatch point and

DS. It then nmakes a request to the Protocol Manager via the sane
direct calling mechani smas OS/ 2.

Chapter 7: VECTOR and Dynam c Bi ndi ng

In static nmode, the VECTOR is a function that is inplenented

wi thin the Protocol Manager that allows nore than one protocol
stack to drive a single MAC. In this nmode, the Protocol Manager
uses the VECTOR function only if it detects that nmore than one



protocol is using the sane MAC. If nore that one MAC is attached
to multiple protocol stacks, then an instantiation of the VECTOR
is created for each MAC so attached.

In dynam ¢ node, the VECTOR function is always present
unconditionally for protocol/MAC internodul e comuni cati ons.
There can be zero, one, or nore protocol stacks that bind to a

MAC, but the VECTOR function is still present. There can be zero
protocols if there is only one dynam c protocol stack being used
in the systemand that stack is not currently |loaded. 1In the

dynam c node, the VECTOR shields all static binding MACs fromthe
i nteractions of dynam c bi ndi ng and unbi ndi ng protocol nodul es.

Static VECTOR Bi ndi ng

The Protocol Manager will nodify the normal binding process if it
detects that multiple protocols have requested the use of the
same MAC in the PROTOCOL.IN file.

1. At INIT tinme from Regi sterMdul e the Protocol Manager has
determ ned the bind hierarchy and has found some NMACs that
bind to 2 or nore protocols, signaling the insertion of
VECTOR.

2. To a MAC that will support multiple protocol stacks, the
Prot ocol Manager issues Bind passing a Protocol Mnager
characteristics table with entry points into the VECTOR
modul e. The MAC starts itself and returns, passing back to
the Protocol Manager a pointer to the MACs characteristic
t abl e.

3. For a protocol that is part of a multiple protocol stack
binding to the single MAC that was issued the previous Bind
command, the Protocol Manager issues InitiateBind passing as
the bind inter-nodule entry point, an entry point within the
VECTOR nodul e i nside of the Protocol Manager.

4. The protocol nodul e responds by issuing a Bind request back to
the Protocol Manager through its VECTOR entry point. The
protocol nodul e passes its characteristics table to the
Prot ocol Manager VECTOR  The Protocol Manager returns a
characteristics table within the VECTOR which is copied from
the associated MAC s characteristics tables, substituting the
VECTOR entry points for the real MAC s entry points.

5. The protocol starts itself and returns fromlnitiateBind.

6. The Protocol WManager then issues subsequent InitiateBind s to
ot her protocol nodul es as descri bed above. |If these other
protocols are bound to a MAC through the VECTOR, the VECTOR
procedure is repeated. O herw se the non- VECTOR procedure is
used.

At the conclusion of the binding process the VECTORis in a
position to filter calls as appropriate going in either direction
across the MAC/ protocol interface.



Dynam ¢ VECTOR Bi ndi ng

A dynam ¢ protocol nodul e can be | oaded and bound after system
initialization tine on a demand basis. This dynam c | oadi ng and
bi ndi ng takes place in three phases:

1. The PROTCCCL.IN file is re-read.

2. The dynam c protocol nodul e does sone prebind initialization
including getting its PROTOCCOL. I NI configuration paraneters
and registering with the Protocol Mnager.

3. The dynamically | oaded protocol nodul e dynamically binds to
other nodules given in its bind specification. |If these other
modul es are MAC s, the bind takes place through the Protocol
Manager VECTOR facility.

At some point the dynamic protocol nodule is no | onger required.
The protocol nodul e unbinds itself, term nates, and unl oads
itself from menory.

The nechani sns for dynam cally bindi ng and unbi nding are carried
out somewhat differently between DOS and GS/ 2. The procedures
are briefly described bel ow

Dynam ¢ Bi ndi ng/ Unbi ndi ng in the DOS Envi r onnment

1. In dynam c node, both static and dynam c protocol nodul es can
be supported. At startup tinme, the Protocol Manager perfornms
initialization and binding of static nodul es as described in
section "Static Binding Sequence.” However, in the dynamc
nmode, the VECTOR function is always inserted.

2. At sone point after systemstartup, a dynam c | oadable
protocol module (that can be a transient application program
or a TSR) is demand | oaded. For the dynam c protocol nodul e
to have its configuration paraneters at initialization, the
PROTOCOL. INI file nust be re-read. Either an application
program or the protocol nodule itself reads and parses the
PROTOCOL. INI file into the configuration menory inmage. It is
suggested that the application or protocol nodul e obtain the
| ocation of the PROTOCCOL.IN file using the "GetProtocollni"
primtive. A pointer to this nenory image is passed to the
Prot ocol Manager via the "Regi sterProtocol Manager | nf o"
primtive. This is required since the configuration nmenory
i mage created by the Protocol Manager at INIT tine is not
valid at post INIT tine. An application utility,

READPRO. EXE, that reads and parses PROTOCCOL.IN is provided
with the Protocol Manager and is described in Appendix E

3. After loading, the protocol nodule initializes. Mninally,
the protocol gets its PROTOCOL. I NI configuration information
fromthe Protocol Manager via "GetProtocol Manager Info," does
its prebind initialization, and registers with the Protocol
Manager via "Regi sterMdule.™

4. Either an application or the dynam c protocol nodule itself
requests that the Protocol Manager initiate the binding



sequence via the "BindAndStart"” primtive. This causes the

bi nd sequence described in steps 3 to 5 of the section "Static
VECTOR Bi ndi ng" to be executed. After the bind, the dynamc
protocol is ready for use. An application utility,

NETBI ND. EXE, to initiate the binding sequence is provided with
the Protocol Manager and is described in Appendix E

During operation, all protocol commands to the MAC go through
t he VECTOR

When the dynami c protocol nmodule is ready to term nate, either
it or an application programissues the "Unbi ndAndSt op”
command to the Protocol Manager. This causes the Protocol
Manager to call the protocol's "InitiateUnbind® systementry
point. In turn, this allows the protocol to issue "Unbinds"
to other nodules it was bound to and to do final cleanup
before termnating. On return fromthe "Unbi ndAndSt op”
command, the protocol can be renoved frommenory. An
application utility, UNBIND.EXE, to initiate the unbinding
sequence is provided with the Protocol Manager and is

descri bed i n Appendi x E.

Dynam ¢ Bi ndi ng/ Unbi nding in the OS/ 2 Environnent

1.

In G5/ 2, all dynam c protocol nodules are nulti-segnent OS/2
device drivers. A dynamic OS5/ 2 protocol differs froma static
one in that the dynam c nodul e has code and/or data segnents
that may be swapped out of virtual menory when not needed.
These extra code and data segments must be specified with | OPL
inthe nodule's .DEF file so that they are marked as

nmovabl e/ swappabl e and not discardable by OS/2. 1In a static
protocol nodule all segnents are permanently |ocked in menory.
A dynami c protocol nodule uses the O5/2 DevH p Lock and Unl ock
calls (using a lock type of 1) to lock and free its code

and/ or data segnents as needed. A dynamc protocol nodule is
able to re-register nultiple times with the Protocol Mnager
and to dynamically bind with other configured nodul es. When
no | onger required, the dynam c nodul e can unbind and the
dynam ¢ nenory segnments can be Unlock'ed to free up the
menory. Static OS/2 protocol nodul es register and bind only
at systeminitialization time. They do not unbind.

Since all OS/ 2 dynami c protocol nodules are OS/ 2 device
drivers they may performsome INT time initialization. The
protocol mnust always register at INNT tinme with the Protocol
Manager via "RegisterMdule”. A protocol that is not required
at systemstartup nust still register with the Protocol
Manager at INIT tine passing a NULL Bi ndi ngsList pointer in
the "Regi sterMdul e" primtive. This is called a non-bindable
registration. 1In this case the protocol need not |ock down
its extra code and data segnents. It does, however, need to
save the selector values for its dynam c code and data
segnents. The device driver's device header, strategy
routine, and the NDI'S systementry routine nust reside in the
driver's main code and data segnents (the first ones in the
driver) which are permanently | ocked down. A driver required
at system startup nust pass a non-NULL Bi ndi ngsLi st pointer if
it has nodules it is required to bind to (a bindable



registration). A driver required at systemstartup must go
ahead and DevH p Lock its other segnents at INIT time, making
sure to save the lock handle returned by the call. Al so at
INNT time, the protocol nodul e nmust invoke the

" Cet Prot ocol Manager Li nkage" primtive to get and save the
Protocol Manager's Ring O direct entry point and DS

3. Assuming that the protocol was not required at systemstartup
time, at some point intine later it needs to be dynamcally
bound. At this point the nodule needs to get its PROTOCCOL. | N
configuration parameters, lock down its code and data
segnents, and performits bindings. |If the configuration
paraneters are not retained in the base data segnent, the
protocol must re-read the PROTOCOL.INI file. This is done in
a simlar fashion to that described for DOS. The
"I'nit AndRegi ster” primtive is the standard facility that lets
the Protocol Manager request the protocol to reload its
dynam ¢ segnents and performits prebind initialization. Upon
receiving the "InitAndRegi ster” primtive, the Protoco
Manager calls the protocol driver's systementry point with
"InitiatePrebind”, allowing the protocol to performits
prebind initialization. The protocol nodule uses this
opportunity to issue DevH p Lock calls (lock type 1) on it's
dynam ¢ segnents to bring them back into nenory. The handl e
returned fromthe Lock call nust be saved for |ater unlocking
Also at this juncture, the protocol can get its PROTOCOL.IN
menory image fromthe Protocol Manager via the direct entry
poi nt " CGet Prot ocol Manager | nfo" function. 1t may al so do other
prebind initialization and finally register with the Protoco
Manager via the direct entry point "RegisterMdul e" function.
If the protocol mpbdule had previously nade a non-bi ndabl e
registration at systemstartup, then the current registration
affords it the opportunity to specify its bindings to the
Pr ot ocol Manager.

4. The bind and postbind initialization step is sinmlar to that
described for DOS. Again, any protocol binds to MAC s are
performed through the VECTOR

5. During protocol operation, any protocol comrands to a MAC go
t hrough the VECTOR

6. Wien the protocol is no |onger required, an application or the
protocol itself can issue the "Unbi ndAndSt op” command to the
Protocol Manager. The sequence is simlar to that described
for DOS. The OS/2 driver, however, issues DevH p Unl ock
commands against all of its dynami c segnments so that these may
be swapped out from nenory. The previously saved Lock handl e
is required on this call

VECTOR Denul ti pl exi ng

The Vector dispatches incomng franes to protocol stacks using
ei ther a preprogramred default or user statically defined
priority polling nmechanism The default mechanismis based on
the "Interface Flags" variable in the protocol's | ower dispatch
table. These flags describe the protocol according to the kinds



of frames it handles. Protocols that handl e:

o} Non- LLC franes
0 LLC frames with specific LSAPs
0 LLC frames with non-specific LSAPs

According to default dispatch priority, VECTOR polls protocols in
that order (and within that order, in the order they registered)
until it finds one that does not return FRAME NOT_RECOGN ZED or
FORWARD FRAME in the indication. For specific protocols, this
default may be overridden by specifying the bracketed nane of the
protocol with the Protocol Manager PROTOCOL. INI keyword PRI ORI TY.
Protocols with static priorities specified in this manner are

pol l ed by the VECTOR before any protocol not so specified.
Protocols with static priorities are thenselves polled in the
order in which their bracketed names appear in the PRRORITY
keyword paraneter list. O course, a protocol appearing in the
static list is only polled if it is registered with the Protocol
Manager and has bound to the MAC offering up the frane.

Appendi x A: System Return Codes

Thi s appendi x lists return codes used in this version of the ND S
specification. Note that new error codes nmay be added in the
future. Both protocol and MAC driver devel opers nust design
their code to allow for this.

0x0000 SUCCESS: The function conpleted successfully.

0x0001 WAI T_FOR RELEASE: The ReceiveChain conpl eted successfully
but the protocol has retained control of the data buffer.
Recei veRel ease will be called to release the data buffers.

0x0002 REQUEST_QUEUED:. The current request has been queued. If
the request handle is non-zero the module will call
Transm t Confirm or Request Confirm when the request conpl etes.

0x0003 FRAME_NOT_RECOGNI ZED: Returned fromthe protocol when a
MAC does an Indication and the frame does not make sense to the
protocol. This will be interpreted by the VECTOR to nean t hat
the next protocol in line ought to be called with the Indication.

0x0004 FRAME _REJECTED: A received frane was recogni zed but it
was di scarded. The buffer may be i medi ately re-used.

0x0005 FORWARD FRAME: A protocol w shes the received frane to be
offered to other protocols but wi shes to receive an

I ndi cati onConplete. This will be interpreted by the VECTOR to
mean that the next protocol in line ought to be called with the

I ndi cati on.

0x0006 OUT_OF RESOURCE: The nodule is in a transient out of
resource condition. The current request was not conpl eted.

0x0007 | NVALI D_PARAMETER: One or nore paraneters was invalid.

0x0008 I NVALI D_ FUNCTION: A command function was requested when



it was not legal to do so or a invalid request was nade.

0x0009 NOT_SUPPORTED: A valid request which is not supported by
t he Modul e was issued.

0x000A HARDWARE ERROR: A hardware error occurred during the
execution of this request. The request was not conpleted
successfully and this can be considered non-fatal

0x000B TRANSM T_ERROR  The packet was not transmitted. My

i ndicate a local resource problem excessive collisions, or a
renote resource problem On Token R ng networks, this would be
returned if the destination address was recogni zed but the
recei ver was out of buffers. This is a non-fatal error and can
be taken as a hint that the packet should be retransmtted.

0x000C NO SUCH DESTI NATI ON:  The destination address was not
recogni zed by any adapter on the local ring. This error is Token
Ri ng specific and can be interpreted to mean that source routing
nust be invoked to reach the destination

0x000D BUFFER _TOO SMVALL: The buffer provided was too small for
the information being returned. Some conmmands may still return
partial information.

0x0020 ALREADY_STARTED: The Protocol Mnager has already started
the network drivers. This error occurs when Bi ndAndStart is
call ed nbore than once

0x0021 | NCOVPLETE BINDING This bind-time error occurs when the
Prot ocol cannot conplete all of the bindings described in the
bi ndings list, nost probably due to m ssing nodul es.

0x0022 DRI VER NOT_INITIALI ZED: This bind-tine error occurs when
the MAC does not initialize properly during systemboot, and a
subsequent request is nade to the MAC

0x0023 HARDWARE NOT_FOUND: This bind-time error occurs when the
network adapter is not found by the MAC

0x0024 HARDWARE FAILURE: This bind-time error occurs in the
foll ow ng cases: network adapter reset failed, network adapter
di agnostics failed, network adapter is not respondi ng, network
adapter is not found by the MAC. This error can be considered fatal

0x0025 CONFI GURATI ON FAI LURE: This bind-time error occurs when
the configuration is unacceptable to the network adapter

0x0026 | NTERRUPT_CONFLICT: This bind-time error occurs in OS/2
only, when an interrupt from sonme other device in the conputer
conflicts with the network adapter's.

0x0027 | NCOVWPATI BLE MAC. This bind-tinme error occurs when a
Protocol determines a MAC is not conpatible for the binding
operation. Thus, binding cannot proceed.

0x0028 | NI TI ALI ZATION_FAILED: This bind-time error occurs when a



Protocol fails its initialization.

0x0029 NOBINDING This bind-time error occurs to indicate that
t he bi nding was not performed. This error can occur if a
protocol driver took an error exit during its initialization or
if a protocol driver has its upper level incorrectly specified as
a MAC

0x002A NETWORK_MAY_NOT_BE_CONNECTED:  This bind-tinme error
i ndi cates that the adapter may not be connected to a network.
Intended to be suggestive of corrective action by the user.

0x002B | NCOVWPATI BLE OS VERSION:  This bind-time error indicates
that a protocol or MAC driver does not support the version of DOS
or OS/2 being used.

0x002C ALREADY_REGQ STERED: This error is returned by the
Protocol Manager if an attenpt is nmade to register a nodule with
a nodul e nane already registered with the Protocol Manager. It
is also returned froma "RegisterStatus” primtive to indicate
that the name is already registered.

0x002D PATH _NOT_FQOUND: This error is returned by the DOS
Prot ocol Manager if PROTMAN. EXE coul d not be found when
attenpting to execute a Bi ndAndStart or UnBi ndAndSt op conmand.

Ox002E | NSUFFI CI ENT_MEMORY: This error is returned by the DOS
Prot ocol Manager if PROTMAN. EXE coul d not be | oaded due to

i nsufficient DOS nenory when attenpting to execute a Bi ndAndSt art
or Unbi ndAndSt op command.

0x002F I NFO_ NOT_FQOUND: This error is returned by the DOS

Prot ocol Manager in a GetProtocol Managerlnfo command if the
PROTOCOL. I NI structured configuration nmenory image i s not present
or previously invalidated due to being overwitten or corrupted.

Ox00FF GENERAL_FAI LURE: Unspecified failure during execution of
the function

OxFO00 - OxFFFF: Reserved for vendor defined error returns.
These errors are treated as GENERAL FAIl LURE.

Appendi x B: Reference Materi al

0s/ 2 Device Drivers Quide

DCS Techni cal Reference

ANSI /| EEE standard 802.2 - 1985 (1SQ D S 8802/2) Logical link
control standard.

ANSI /| EEE standard 802.5 - 1985 (1SQ D S 8802/5) Token ring | ocal
area network standard.

ANSI /| EEE standard 802.3 - 1985 (ISO DS 8802/3) Carrier Sense
Mul tiple Access with Collision Detection |ocal area network



st andar d.

The Ethernet. A Local Area Network. Data Link Layer and Physi cal
Layer Specifications, V2.0, Novenber 1982. Al so known as the
"Et hernet Bl ue Book"

| BM Token Ri ng Network PC Adapter Techni cal Reference (69X7830)

| BM Token Ring Network Architecture Reference - Novenber 1985
(6165877)

Information processing systens - (pen Systens Interconnection -
Basi ¢ Reference Model, (1SO 7498) The OSI reference nodel.

Appendi x C. 802.3 Media Specific Statistics

The 802.3 nedia specific statistics structure is defined as
fol | ows:

Statistics in bold are nanditory, all others are strongly
r econmended.
Reserved sl ots should return as OxFFFFFFFF (unsupport ed).

WORD Length of 802.3 Statistics structure, including this field
WORD 802.3 Statistics structure version level (1)
DWORD Franmes with alignnment error

DWORD Reserved ((hsol ete statistic)

DWORD Total frames with overrun error

DWORD Reserved ((hsolete statistic)

DWORD Total frames transmtted after deferring

DWORD Total frames not transmtted - nmax (16) collisions
DWORD Reserved ((hsol ete statistic)

DWORD Total late (out of wi ndow) collisions

DWORD Total frames transmtted after exactly 1 collision
DWORD Total frames transmtted after nultiple collisions
DWORD Total frames transmtted, CD heart beat

DWORD Reserved ((hsol ete statistic)

DWORD Total carrier sense lost during transm ssion
DWORD Reserved ((hsol ete statistic)

DWORD Total nunmber of underruns (V2.0.1 and | ater)

When updating the statistics counters, a frame is counted in all
t he supported counters that apply.

Exanpl es:

(a) A "Milticast frame received ok's is counted in the follow ng
statistics counters:
Total multicast frames received ok
Total franmes received ok

(b) A 'Transmt Broadcast franme with one collision' is counted in
all the followi ng statistics counters:
Franmes transmitted with only one collision.
Total broadcast frames transmtted.



Total franmes transmtted ok

MEDI A SPECI FI C STATI STI CS DEFI NI TI ONS!

Frames received with alignnent error
(Nunmber O Fr anesRecei vedW t hAl i gnrent Er r or s)

This contains a count of franes that are not an integra
nunber of bytes in length and do not pass FCS check
Reports on alignments errors "as the station sees it".

Franmes received with overrun errors

This contains a count of frames which could not be
accepted due to a DVA overrun error

Frames transmitted after deferring
(Nunmber O FranesW t hDef er r edTr ansmi ssi on)

This counter does not include franes involved in collisions.

Frames not transmtted - max col|lisions execeeded.
(Nunmber O Fr anesAbor t edDueToExcessi veCol | i si on)

This contains a count of the franmes that are not transmtted
successfully due to excessive collisions.

Frames transmitted with |ate (out-of-w ndow) collision
(Nunmber O Lat eCol i si ons)

This contains a count of frames that are involved in a
out - of -wi ndow col | i si on

Frames transnmitted after exactly one collision
(Nunmber O Si ngl eCol | i si onFr anes)

This contains a count of frames that are transnmtted
after exactly one collision

Frames transnmitted after multiple collisions
(Nunmber O Mul ti pl eCol | si onFr anes)

This contains a count of frames that are transmtted
after multiple nunber of collisions.

Franmes transmtted, CD heart beat
(Nunmber O SQETest Error s)

This contains a count of frames transmitted with CD(collision
detection) signal m ssing.

Frames with carrier sense |ost during transm ssion
(Nunmber O Carri er SenseErrors)

This contains a count of franes that experienced carrier sense
lost (carrier sense signal not present at the receive pair of the



controller) during transm ssion.
Frames transmitted with underrun error (V2.0.1 and | ater)

This contains a count of frames which could not be transmtted
due to a DVA underrun error.

Appendi x D:. 802.5 Media Specific Statistics
MEDI A SPECI FI C STATI STI CS TABLE STRUCTURE:

The 802.5 nedia specific statistics structure is defined as
fol | ows:

Statistics in bold are nmandatory, all others are strongly
reconmended.
Reserved sl ots should return as OxFFFFFFFF (unsupport ed)

WORD Length of 802.5 Statistics structure, including this field
WORD 802.5 Statistics structure version level (1)

DWORD FCS or code violations detected in repeated frame
DWORD Reserved ((hsol ete statistic)

DWORD Nunmber of 5 half-bit tinme transition absences detected
DWORD A Cerrors

DWORD Frames transmtted with abort delimter

DWORD Frames transmtted that failed to return

DWORD Franmes recogni zed, no buffer avail abl e

DWORD Franme copied errors

DWORD Nunmber of frequency errors detected

DWORD Nunmber of tines active nonitor regenerated

DWORD Reserved

DWORD Reserved

DWORD Reserved

DWORD Reserved ((hsolete statistic)

DWORD Nunber of underruns

When updating the statistics counters, a frame is counted in
all the supported counters that apply.

MEDI A SPECI FI C STATI STI CS DEFI NI TI ONS:

FCS or code violations detected in repeated frane
This counter is increnmented for every repeated frame that has
a code violation or fails the Frame Check Sequence (FCS)
cyclic redundancy check.

Nunber of 5 half-bit time transition absences detected
Al so known as Burst Error, this counter is increnented
every tinme 5 half-bit time transitions are not detected

bet ween SDEL and EDEL in repeated frane.

ANCerrors



Al so known as ARI/FCl set error, this counter is increnmented

when a station receives nore than one AMP or SMP MAC frames with
AC (ARI/FCl) equal to zero without first receiving an intervening
AMP MAC frame. This counter indicates that the upstream Adapter is
unable to set its AC(ARI/FCl) bits in a frame that it has copied.

Frames transmtted with abort delimter

This counter is incremented each tine the Adapter transmits
an abort delimter. This indicates that the frame was aborted
in md-transm ssion.

Frames transmitted that failed to return

This counter is increnmented when a transmtted frane fails to
return fromaround the ring due to time-out or the reception of
anot her frane.

Frames recogni zed, no buffer avail abl e

Al so known as Recei ver congestion, this counter is increnented
when a ring station is receiving/repeating a frame and recogni zes
a frane addressed to it, but has no buffer space avail able for
the frane.

Frame copied errors

This counter is incremented when a ring station receives or
repeats a frame fromthe ring with the ring stations's

i ndi vi dual address, but with A = C =1, indicating a possible
dupl i cat e address.

Nunber of frequency errors detected

This counter is incremented when a ring stations detects a
signal frequency problem

Nunber of tinmes active nonitor regenerated

This counter is increnented each tinme the active nonitor
is lost and regenerated.

Nunber of underruns

This counter is increnented each time a DMA underrun i s detected

Appendix E:  Uilities Provided with the Protocol Manager

To save systemintegrators the effort to read and parse the
PROTOCCOL. INI file, to register it with the Protocol Manager, to

i nvoke the binding and unbi ndi ng Protocol Mnager primtives, and
to report various Protocol Manager error conditions, 3 utilities
are provided with the Protocol Manager in both the DOS and OS/ 2
environments and one utility is provided exclusively for the OS5/ 2
envi ronment :



1. NETBI ND. EXE -

2. UNBI ND. EXE -

3. READPRO. EXE -

Initiates the binding and operati onal

startup of a set of nodul es previously | oaded.

It issues to the Protocol Manager the

Bi ndAndStart primtive and reports to the consol e
any binding/initialization errors detected by the
nmodul es bound. This utility can be used in
either the static or dynam c Protocol Mnager
nmodes of operation. 1In the static node it should
be invoked after all device driver nodules are

| oaded (e.g. from AUTCEXEC. BAT in DOS or
STARTUP.CMD in O5/2). In the dynamic node it can
be invoked either at systemstartup tine as in
static node or after a set of dynamically

| oadabl e nodul es have been | oaded and are ready
to be run. There are no comand |ine paraneters
associated with this utility.

Initiates the unbinding and term nation

sequence of a set of dynam cally | oadabl e nodul es
previously | oaded and bound. It issues to the

Pr ot ocol Manager the Unbi ndAndStop primtive and
reports to the consol e any unbinding/term nation
errors detected by the nodul es bei ng unbound.

The utility can be used only in the dynamc

Prot ocol Manager node of operation. Invocation
in the static node will generate an error. It
shoul d be invoked when it is desired to termnate
(and rel ease fromnenory) a set of dynam cally

| oadabl e nodul es that have been previously | oaded
and bound. In DCS each invocation will terminate
and unbind the | ast set of nodul es previously
bound via the NETBIND. EXE utility. Mdul es can
be bound and unbound in groups if required by

i nvoki ng NETBI ND. EXE for each group of nodules to
be bound together and | ater invoking UNBI ND. EXE
UNBI ND. EXE wi |l unbind the groups only in the
reverse order in which the groups were

previ soul sy bound. If protocols are inplenented
so that they free thensleves fromnenory at the
end of the unbind sequence, then this utility
will free up the nmenory of all such protocols
unbound. This utility has no effect on MAC
drivers which are always static device drivers

In G5/2 the utility takes an argunent string
speci fying the name of the nodul e bei ng unbound.
In DOS there are no command |ine paraneters
associated with this utility.

Reads the PROTOCOL.IN file, parses it into

a nenory image and registers this nmenory i mage
with the Protocol Manager so that the image is
avai l able to dynam cally | oadabl e protocol s when
they request their configuration nmenory image
information. By invoking the GetProtocollniPath
Prot ocol Manager primtive, this utility assures
that the PROTOCCL.INI file is read fromthe

same subdirectory as that used by the Protocol



4.

Manager when it had initialized. The nmenory
image is registered with the Protocol Manager via
t he Regi sterProtocol Managerinfo primtive. This
utility can be used only in the Protocol Manager
dynam ¢ node of operation. The utility reports
any detected error condtions on the console. It
shoul d be invoked prior to the |oading of any
dynam ¢ nodul es. There are no comrand |ine
paraneters associated with this utility.

RELQAD. EXE. - Initiates the prebind initialization of
an OS5/ 2 dynam cally | oadabl e nodule. It issues
to the Protocol Manager the InitAndRegister
primtive containing the nodul e name that was
given as a command |ine paraneter. The Protoco
Manager calls the systementry point of the named
nmodul e with the InitiatePrebind systemfunction
The nodules is required to reinitialize, which
may i ncl ude | ocki ng down swappabl e segnents,
requesting and parsing the PROTOCOL. | NI i nmage
and reregistering with the Protocol Manager in
preparation for a subsequent NETBI ND. EXE
invocation. This utility reports any detected
error to the console. It applies only to OS5/ 2.

If the systemintegrator requires nore functionality than that
provided by these utilities, the integrator can wite an
application utility directly that perforns the desired
functionality and invokes the required Protocol Manager
primtives described in Chapter 5. For exanple if in DOS a nore

flexible unbind facility to unbind in a user specified order is
requi red, UNBIND. EXE can be replaced by a user witten utility
that i nvokes the Unbi ndAndStop primtive in which Pointer2 points
to the nanme of the nodule to be unbound.



