IP Packet Redirector

Introduction

Conceptually the IP Packet Redirector is simple. It provides a way to insert a user-mode
application into the Windows network “stack” in a way that allows it to examine and modify
each IP packet being sent or received by the Windows host. This is illustrated in Figure 1 below:
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Figure 1 - IP Packet Redirector Conceptual Block Diagram
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Implementation Overview

Of course the concept doesn’t actually fit the reality of the actual implementation. Win32
applications simply cannot exist in the kernel architecture.

Instead a NDIS filter driver called PCARedir is inserted into the kernel networking stack. The
user-mode application and the kernel-mode driver transfer packet data using ordinary Win32
ReadFile and WriteFile methods. This is illustrated in Figure 2 below:
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Figure 2 - IP Packet Redirector Simplified Block Diagram

The current PCARedir samples can be used on Windows platforms ranging from Windows XP
through Windows 7. However, the XP and the post- XP Windows’s kernel-mode networking
architecture and implementations are vastly different. In order to accommodate the differences
there are two PCARedir NDIS drivers:

 NDIS5— A NDIS 5 Intermediate (IM) Driver for Windows XP.
9 NDIS 6 — ANDIS 6 Lightweight Filter (LWF) Driver for Windows Vista and later Windows
versions (x86 and x64).

Both drivers will be referred to as “filter drivers”.
Even though the details of the two drivers are different there is a single user-mode API. This

means that a common user-mode application can be used on all of the supported Windows
platforms.



Packet Redirector Interface with the PCARedir Driver

More discussion and another diagram is needed to clarify how the user-mode application
interacts with the PCARedir NDIS filter driver. See Figure 3 below:
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The two major features to be gleaned from Figure 3 are:

1 Virtual Adapter (Upper-Edge) and Lower Adapter (Lower-Edge) Interfaces.
 Inbound and Outbound Redirection Filters for Each Adapter Interface.



Virtual and Lower Adapter Interfaces

For each network adapter on the Windows host the user-mode application sees two distinct
“adapter interfaces”. The application can open a Win32 handle to either (or both) of these two
adapter interfaces.

Lower Adapter Interface

A handle opened on the Lower Adapter Interface is easiest to understand.
A write on a lower adapter Win32 handle will call a lower-level miniport driver to
transmit a packet on the network. Similarly, a read on a lower adapter handle will fetch

an incoming packet from the network.

This PCARedir interface can be thought of as the “net side interface”.

Virtual Adapter Interface

A handle opened on the Virtual Adapter Interface may seem confusing. At first it seems
“upside down”.

A write on a virtual adapter Win32 handle will inject a packet “up the stack” where it
will eventually enter the TCP/IP transport as if it had been received from the network.
Similarly, a read on a virtual adapter handle will fetch an outbound packet being sent by
a higher-level protocol.

This PCARedir interface can be thought of as the “host side interface”.

Redirection Filters
The PCARedir driver includes a separate Redirection Filter on each of the two interfaces.

T

T

Filter on Virtual Adapter Interface — Packet disposition based on inspection of
outbound packets from upper-level protocols. A “send filter”.

Filter on Lower Adapter Interface — Packet disposition based on inspection of inbound
packets from the network. A “receive filter”

The PCARedir sample redirection filter mechanism is limited to operating on IPv4 (Ethertype
0x0800) and ARP (Ethertype 0x0806) packets.

Remember thatPCARedis a sample driver. If you want more sophisticated filtering the
product includes complete sources allowing you to adapt the driver to meet your specific
needs.



The filter allows the application to specify IPv4 source and destinations as a range of addresses.
When a packet matches the address criteria one of four actions can be performed on the
packet:

PASS - Ignore the packet and let it continue along the originally intended path.
BLOCK — Block or drop the packet.

READ — Make a copy of the packet that can be read by the application.

REDIRECT - Block or drop the packet and also make a copy of the packet that can be
read by the application.
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Although PCARedir filters can BLOCK packets bases on IPv4 source and destination ranges, it
would not be a good firewall. The implementation is much too simple for that application.

Similarly, although PCARedir can READ or “sniff” packets, it does so using per-packet I/0 which
is not a good approach for network monitoring.

The REDIRECT action is the only action that is truly useful to PCARedir users. This action results
in interception of the packet and routing it to the user-mode application via a ReadFile I/0
operation. The user-mode application can inspect the packet in more detail and basically do
whatever it desires.

Packet Data Representation

The PCARedir representation of packet data as read or written by the user-mode application is
simple: It is an array of bytes that begins with the 14-byte Ethernet header and includes the
Ethernet payload.

For example, a HEX dump of an outbound ICMP Echo request redirected from a virtual adapter
might look like this:

Reading On The Virtual Adapter...

Outbound ICMP Request; Length: 74

802.3 Dest: 00.18.39.B1.FD.5B Src: 00.0C.29.78.EE.7A Type: 0x0800
000000: 0018 39B1FD5B000C:29 78 EE7A08004500 .9.[.)x.z.E.

000010: 003C 008400008001:5920C0A8018FC6AD .<...Y...

000020: 58 38 08 00 4D 5A 00 01 : 00 01 61 62 63 64 6566 X8..MZ....abcdef

000030: 67 68 69 6A 6B 6C 6D 6E : 6F 70 71 72 73 7475 76 ghijkimnopgrstuv

000040: 77 61 62 63 64 65 66 67 : 68 69 wabcdefghi......
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The IP Packet Redirector consists of the following software components:

T
T

NDIS 5 Intermediate Driver (PCARedir.SYS) — NDIS filter for the Windows XP platform.
NDIS 6 Lightweight Filter Driver (PCARedir.SYS) — NDIS filter for the Windows Vista and
later platforms.

Support DLL (PcaFilterApi.DLL) — This is an ordinary Win32 DLL that implements and
exports functions that simplify access to the NDIS drivers from Win32 applications.
Sample Applications — Several sample applications that illustrate using the PCARedir
NDIS filter driver is various ways.

When installed the NDIS filter drivers are located below the host transport drivers (e.g., TCP/IP)

and the Ethernet adapter miniport drivers that the transport is bound to. In this position the

NDIS filter driver can inspect all packets being sent or received on the network. It can also insert

its own packet into the send and receive packet paths.

Win32 applications access the NDIS filter driver using functions exported by PcaFilterApi DLL as

well as ordinary Win32 1/0 DeviceloControl, ReadFile(Ex) and WriteFile(Ex) operations

Software Directory Layout

IPRedir — Root for PCARedir Sources

Apps — Sample Application Sources
Common — Sample Application Common Code
FltInstall — Filter Driver Install Tool (Note 1)
IMULtil — Filter Driver Utility Sample
PcaFilterApi — Application Support DLL
UMRxLoop — Inbound (Receive) Loop Sample
UMTxLoop — Outbound (Transmit) Loop Sample
UMTxRxLoop — Threaded Transmit/Receive Loop Sample
VirtualEcho — Virtual Echo Server
Apps.sIn- Visual Studio 2008 Solution
Doc -
Drivers — Root for Drivers and Kernel-Mode Network Driver Framework (NDF)
NDIS5 — PCARedir NDIS 5 Intermediate (IM) Filter Driver
NDIS6 — PCARedir NDIS 6 Lightweight Filter (LWF) Driver
Include — Headers shared between user and kernel mode
LBLInc — “Unix-style” Internet Header Files
UMNDF — User-Mode Network Driver Framework (UMNDF)
MakeDrivers.BAT



Note 1. Building this tool requires access to WDK 3790.1830.

The LBLInc folder contains “Unix-style” internet headers that are adapted for use on the
Windows platform. These can be used in both user-mode and kernel-mode if desired.

The Include folder includes headers that are shared between user-mode and kernel-mode
components. This includes definitions of IOCTLs and data structures that are exchanged
between applications and the drivers.

Driver Build Environment
The drivers are built using the Windows Vista Windows Driver Kit (WDK) 6001.18002.

INF File Generation (Where are my INF files?)

The driver build process dynamically generates each driver’s companion INF file(s) from
template INX files. The INX files are the “precious” files that should be edited”

9 NETIM.INX — The NDIS 5 service INF file template.
T NETIM_M.INX —The NDIS 5 miniport INF file template.
9 NETLWF.INX — The NDIS 6 lightweight filter INF file template

The INF file generation method employs the WDK stampinf  tool to generate the driver
timestamp and version. The version inserted into the INF files is specified in the
STAMPINF_VERSION environment variable that is set before calling the build  utility,

The MakeDrivers batch file is used at PCAUSA to build all driver versions. If you examine it
you will see that it sets the STAMPINF_VERSION environment variable and then calls the
build utility.

The generated INF files are located in the same folder as the driver binaries.

Driver Security Catalog Generation and Signing
PCAUSA does not provide driver signing examples with these sample drivers.

Kernel-Mode Network Driver Framework (NDF)
The Drivers folder is two levels deep. The root contains header and source files for the PCAUSA
Network Driver FrameworNDF). The NDF contains NDIS-related support routines that are

common (mostly...) between NDIS 5 and NDIS 6 drivers. Examples of NDF support routines
include:
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Tracing — Common trace routines are used for both NDIS 5 and NDIS 6 drivers.
Cancel-Safe IRP Queue — A thin layer over the system CSQ for I/O in the NDIS
environment.

Read On Packet/Net Buffer — Logically similar routines for reading on NDIS MDL chains.
Simple Packet Classification — Common routines for very simple packet classification.
Internet Checksum Routines — For use when required.



Installing the NDIS Filter Drivers
The PCARedir project includes two separate NDIS filter drivers:

9 NDIS 5 Intermediate (IM) filter driver — Windows XP.
9 NDIS 6 Lightweight Filter (LWF) driver — Windows Vista and later.

Of course the appropriate driver must be installed on the target platform. Each platform must
have a separate folder for each platform-specific driver “package”:

9 Windows XP

0 NETIM.INF

0 NETIM_M.INF

0 PCARedir.SYS

0 NETIM.CAT (If signed...)
 Windows Vista and Later (x86)

0 NETLWEF.INF

0 PCARedir.SYS (x86 version)

0 NETLWEF.CAT (If signed...)
Windows Vista and Later (x64)

0 NETLWEF.INF

0 PCARedir.SYS

0 NETLWEF.CAT (If signed...)

Driver Installation Using Network Control Panel

Follow these steps to use the Network Control Panel Applet (NCPA) to install the NDIS filter
driver.

Open the Control Panel Network Connections window.

Select the desired adapter icons. Right-click to bring up the context menu.

Press the Install button.

Select Service as the type of network component to install and then press the Add
button.

On the Select Network Service dialog press the Have Disloutton.

Browse to the driver package folder containing the INF file for the proper platform.

PwnPE
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Follow additional prompts. Select OK for all unsigned driver warnings.

Windows Installer Programmatic Driver Installation

The FltInstall utility provides the programmable mechanism to install and uninstall the NDIS
filter drivers. FltInstall uses the NetCfg API to perform these operations.

Select the NETIM.INF file (Windows XP) or the NETLWF.INF file (Windows Vista or later).



As currently written FltInstall must reside in the same folder as the installation package. MSI
installers that contain multiple driver packages must have a copy of Fltinstall in each driver
package folder.

The intention is to use the Windows Installer Custom Actions feature to call the FltInstall.EXE
utility.

For example, to call Fltinstall to install the driver, add a new "Install Driver" action to the pre-
defined Install action. The Install Driver Arguments property would be /Install and the
SourcePath property would be the path to the Fltinstall.exe file in the appropriate driver
package folder on the host computer.

To call Fltinstall to uninstall the driver, add a new "Uninstall Driver" action to the pre-defined
Uninstall action. The Uninstall Driver Arguments property would be /Uninstall and the
SourcePath property would be the path to the Fltinstall.exe file in the appropriate driver
package folder on the host computer.

Renaming the NDIS Drivers
PCAUSA strongly encourages customers to systematically rename the NDIS filter drivers revise

the companion INF files so the distributed drivers are clearly associated with the company that
is distributing the product.

Here are the files that must be modified to rename the drivers:

PCAImCom.h
NDIS5\NETIM.INX
NDISS\NETLM_M.INX
NDIS5\Sources
NDIS5\PCARedir.RC
NDIS6\NETLWF.INX
NDIS6\Sources
NDIS6\PCARedir.RC
PCAVersion.h
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If you use the PCAUSA batch files for building your drivers then you need to modify these files:

I MakeDrivers.BAT
T MakePackages.BAT
9 PlaceXYZ.TXT



Application Build Environment

The sample applications are provided as Visual Studio 2008 projects. The Visual Studio solution
for all sample applications is Apps.sin found in the Apps folder.

The Visual Studio environment is augmented by installing Windows Software Development Kit
(SDK) for Windows Server 2008 (SDK v6.1).

Building the FltInstall requires access to WDK 3790.1830. This appears to be the best source for
a nexcfgx.h header that is compatible with Visual Studio 2008. If you have problems compiling
FltInstall remove it from the project.



Sample Applications

UMRxLoop

This sample opens a handle to both the lower adapter and virtual adapter. The lower adapter IP
filter is set to redirect all inbound packets to UMRxLoop for processing. So, all inbound packets
go to UMRxLoop and are not passed upwards to TCP/IP.

UMRXxLoop operates in pass-through mode. Each received packet that UMRxLoop reads on the
lower adapter handle (from the network...) is then written on the virtual adapter handle
(upwards to the TCP/IP transport driver).

The net effect is that every received packet is looped through UMRxLoop before it is sent on to
TCP/IP.

UMTxLoop

This sample opens a handle to both the lower adapter and virtual adapter. The virtual adapter
IP filter is set to redirect all outbound packets to UMTxLoop for processing. So, all outbound
packets go to UMTxLoop and are not transmitted on the network.

UMTxLoop operates in pass-through mode. Each outbound packet that UMTxLoop reads on the
virtual adapter handle (from the host TCP/IP transport...) is then written on the lower adapter
handle (down to the network).

The net effect is that every outbound packet is looped through UMTxLoop before it is sent on
the network.

UMTxRxLoop

This is a multi-threaded application that combines the functionality of UMRxLoop and
UMTxLoop into one application.

The net effect is that every inbound and outbound IPv4 and ARP packet is looped through
UMTxRxLoop.

Running this sample application provides an excellent way to investigate how user-mode IP
redirection affects host resources and network throughput.



VirtualEcho
This sample operates as a virtual ICMP Echo server for selected IPv4 addresses.

VirtualEcho opens a handle to both the lower adapter and virtual adapter. The virtual adapter
IP filter is set to redirect selected outbound packets to VirtualEcho for processing. The selected
IP addresses are:

9 198.173.88.56 — www.pcausa.com

Y 207.56.113.28 — www.ndis.com, www.rawether.net, www.wd-3.com

T 192.168.77.1 through 192.168.77.254 - Fictitious Off-Network Subnet (IP Address
Range)

So, all outbound packets directed to these IPv4 addresses are intercepted by the PCARedir
driver and passed to VirtualEcho for processing. If the intercepted outbound packet is an ICMP
Echo request, then VirtualEcho edits the packet to transform it into an ICMP Echo reply
directed to the local host and writes the modified packet on the virtual adapter.

The net effect is that when VirtualEcho is running ICMP Echo requests directed to the specified
IPv4 addresses are replied to by VirtualEcho instead of the remote host.

Example output from the ping utility is shown below. The VirtualEcho application was running
for the first four pings and the RTT shows that the ping reply was immediate. Then VirtualEcho
was stopped and the longer RTT to the remote site is seen.

C:\ Windows\ system32>ping -t ndis.com

Pinging ndis.com [207.56.113.28] with 32 bytes of data:

Reply from 207.56.113.28: bytes=32 time<lms TTL=128

Reply from 207.56.113.28: bytes=32 time<lms TTL=128

Reply from 207.56.113.28: bytes=32 tim e<lms TTL=128
Reply from 207.56.113.28: bytes=32 time<lms TTL=128
éVirtual Echo stoppedé

Reply from 207.56.113.28: bytes=32 time=109ms TTL=119

Reply from 207.56.113.28: bytes=32 time=106ms TTL=119

Reply from 207.56.113.28: bytes=32 time=103ms TTL=119

Reply from 207.56.113.28: bytes=32 time=103ms TTL=119

Ping statistics for 207.56.113.28:
Packets: Sent = 8, Received = 8, Lost = 0 (0% loss),

Approximate round trip times in milli - seconds:
Minimum = Oms, Maximum = 109ms, Average = 52ms

VirtualEcho can be started in the Verbose mode using the /v command-line option:

VirtualEcho /v


http://www.pcausa.com/
http://www.ndis.com/
http://www.rawether.net/
http://www.wd-3.com/

In this mode VirtualEcho makes a HEX dump of each incoming ICMP Echo request and then the
modified ICMP Echo reply that it indicates to the local host:

Virtual ECHO V  ersion 4.00.07.01
Copyright (c) 1999 - 2009 Printing Communications Associates, Inc.
All rights reserved.

Driver Bindings:

Adapter No. 1
Intel(R) PRO/1000 MT Network Connection
00- 0C- 29- 78- EE- 7TA
"\ DEVICE\ {43998418 - 5578- 4337 - BCI9D 6AA9F6CF2CF4}"

Selected Adapter 1
Opening Virtual Adapter...

Virtual Adapter Open Successful
Opening Lower Adapter...

Lower Adapter Open Successful
Setting IP Packet Redirection Filter...

Setting Of IP Packet Redirection Filter Successful

Reading On The Virtual Adapter...

Outbound ICMP Request; Length: 74

802.3 Dest: 00.18.39.B1.FD.5B Src: 00.0C.29.78.EE.7TA Type: 0x0800
000000: 0018 39 B1 FD 5B 00 OC : 29 78 EE 7A 08 00 45 00

90X .z..E.

000010: 003C008400008001:5920C0A8018FC6AD .<....Y
000020: 58 38 08 00 4D 5A 00 01 : 00 01 61 62 63 64 65 66
X8..MZ....abcdef

000030: 67 68 69 6A 6B 6C 6D 6E : 6F 70 71 72 7374 7576
ghijklmnopqgrstuv

000040: 77 61 62 63 64 65 66 67 : 68 69

wabcdefghi......

Virtual ICMP Reply; Length: 74

802.3 Dest: 00.0C.29.78.EE.7A Src: 00.18.39.B1.FD.5B Type: 0x0800
000000: 00 0C 29 78 EE 7A 00 18 : 39 B1 FD 5B 08 00 45 00
.)x.z..9..[..E.

000010: 00 3C 0084 00008001:5920C6 AD5838C0A8 .<...Y
..X8..

000020: 01 8F 00 00 55 5A 00 01 : 00 01 61 62 63 64 65 66
....UZ....abcdef

000030: 67 68 69 6A 6B 6C 6D 6E : 6F 70 71 72 73 74 75 76
ghijkimnopgrstuv

000040: 77 61 62 63 6 4 65 66 67 : 68 69

wabcdefghi......



Understand that output to the console takes time, and this lengthens the ping RTT considerably
even though the response is generated by VirtualEcho.

IMUtil
Although there are several functionally different NDIS filter driver samples, they all have the

same name: PCARedir.SYS. Although they are functionally different, PCAUSA has included some
common functionality across all driver variations:

9 Driver Capability Query - An IOCTL that fetches a ULONG that identifies which driver is
currently installed.

9 Driver Bindings List - An IOCTL that fetches the list of adapters that NDIS have been
bound to the NDIS IM driver.

9 1P Helper Information — lllustrates using a NDIS adapter name to call the IP Helper API
to fetch IP information associated with the adapter.

Sample IMUtility Output

Below is sample output from IMUtil when run on a Windows 7 host with the NDIS 6 Packet
Redirector sample LWF driver installed:

PCAUSA NDIS Inte rmediate Driver Utility Version 4.00.07.01

Driver Description : "PCAUSA Sample IP Redirector Filter"
Driver Capability : 0x00000009

Active PassThru

IP Packet Redirector

Driver Bindings:

Virtual AdapterName: "{43998418 - 5578- 4337 - BC9D 6AA9F6CF2CF4}
- {OFACF7D2 - 7ABE- 408D- B8EB- 4E793EC24EE6} - 0000"
Opened Virtual Adapter

Lower AdapterName: " \ DEVICE\ {43998418 -5578- 4337 - BC9D 6AA9F6CF2CF4}"
Medium. .......... :802.3

MAC address......: 00 -0C-29- 78- EE- 7A

Adapter Name.....: {43998418 - 5578 - 4337 - BC9D 6AA9F6CF2CF4}
Description......: Intel(R) PRO/1000 MT Network Connection

Index............. 0x0000000B

IP Address.......: 192.168.15.53
Subnet Mask......: 255.255.255.0
Dhcp Enabled.....: Yes
Default Gateway..: 192.168.15.1
DHCP Server......: 192.168.15.1
Opened Lower Adapter
Medium: 802.3 (0x00000000)
Current Address: 00 -0C-29-78- EE 7A
Open Virtual Adapter By Link Address Succeeded



FltInstall

The Fltinstall utility provides the programmable mechanism to install and uninstall the NDIS
filter drivers. Fltinstall uses the NetCfg API to perform these operations.

Building Fltinstall requires access to WDK 3790.1830 to access the netcfgx.h header file.

Fltinstall includes logic to detect whether the tool is being run on Windows XP or later Windows
platforms. It determines whether it should install a NDIS 5 IM filter or a NDIS 6 LWF filter based
on this information.

When run FltInstall assumes that it is located in the folder containing the driver package to be
installed. When building a Windows Installer package with multiple driver packages a separate
copy of Fltinstall must be located in each driver package folder.

If you rename and rebuild the drivers then you must necessarily change the filter names, PnP
ID, etc. Fltinstall fetches this information from definitions in the PCAImCom.h header. You

should update definitions in PCAImCom before building drivers, PcaFilterApi and FltInstall.

Use of Fltinstall is described in the Installing the NDIS Filter Drivetspic.



Appendix A
PcaFilterApi DLL

Introduction

The PcaFilterApi DLL exports several Win32 functions that are used by applications to interface
with the NDIS filter drivers.

About NDIS Adapter Names

Each NDIS filter binding is identified by two NDIS adapter “names” that uniquely identify the
interfaces:

I Virtual Adapter Name
9 Lower Miniport Name

The format of NDIS adapter names may vary from one Windows platform version to another
and typically includes a globally-unique identifier. Here is an example:

\ DEVICE\ {43998418 - 5578 - 4337 - BC9D 6AA9F6CF2CF4}

This means that NDIS adapter names aren’t really meaningful to users. However, there are
methods to associate NDIS adapter names to more meaningful information such as adapter
MAC address, interface IP address and user-visible interface names such as those presented in
the Network Control Panel.

Filter Bindings Enumeration

PCASIM_EnumerateBindings
Call the NDIS filter driver to enumerate binding information.

DWORD WINAPI
PCASIM_EnumerateBindings(
HANDLE hwDMHandle,
PNDIS_STATUS pNdisStatus,
PWCHAR pBuffer,
PUINT pBufferSize /I On entry this must point to size of buffer.

);

This function calls the NDIS filter driver to fetch a buffer containing string pairs that contain the
wide-character representation of the NDIS names of the virtual adapter and lower adapter for
each filter binding.



Since the number of bindings and the length of the strings is not known in advance this function
is called twice. The first call is made with a NULL zero-length buffer; a buffer too short NDIS
error is the expected response and the required buffer size is retuned in the variable pointed to
by the pBufferSize variable.

Use of PCASIM_EnumerateBindings is illustrated in Common/Chooser.cpp. The chooser code
also includes additional comments about the use of this function.

Opening Adapter Handles

PCASIM_OpenVirtualAdapter
PCASIM_OpenLowerAdapter

These functions are used to open a Win32 handle on the virtual or lower binding specified by
the adapter name.

HANDLE WINAPI
PCASIM_OpenVirtualAdapter( TCHAR *pszAdapterName );

HANDLE WINAPI
PCASIM_Oper_owerAdapter( TCHAR *pszAdapterName );

If successful the function returns a valid Win32 handle. INVALID_HANDLE_VALUE is returned on
failure.

In order to be successful the names passed to these functions must be a name returned from
the PCASIM_EnumerateBindings function.

Usage of these methods is illustrated in most sample applications.

Fetching Adapter Descriptive Information

Although the NDIS adapter names PCASIM_EnumerateBindings are required to be used when
opening an adapter, they aren’t particularly useful to a user trying to select an adapter. The
support DLL includes two functions that can be used to fetch somewhat more meaningful
information.

PCASIM_GetAdapterVendorDescription



This function calls the NDIS miniport to fetch the adapter vendor’s description string.

DWORD WINAPI
PCASIM_GetAdapterVendorDescription(
HANDLE hAdapterHandle,
PNDIS_STATUS pNdisStatus,
TCHAR *|pBuffer,
LPDWORD pBufferSize /I Bytes at IpBuffer
);

The call is typically made on a handle opened on a NDIS filter driver lower adapter binding
handle. Here is an example adapter vendor description string:

Intel(R) PRO/1000 MT Network Connection
Use of PCASIM_GetAdapterVendorDescriptions is illustrated in Common/Chooser.cpp.
PCASIM_GetAdapterCurrentAddress

This function calls the NDIS miniport to fetch the adapter’s current MAC address.

DWORD WINAPI
PCASIM_GetAdapterCurrentAddress(
HANDLE hAdapterHandle,
PNDIS_STATUS pNdisStatus,
PNDIS_MEDIUM pNdisMedium, I/ Optional. May be NULL.
PUCHAR pAdapterAddress,
PULONG pAddressLength

);

The call is typically made on a handle opened on a NDIS filter driver lower adapter binding
handle. Here is an example adapter MAC address:

00-0C-29-78-EE-7A

Use of PCASIM_GetAdapterCurrentAddress is illustrated in Common/Chooser.cpp.



Packet Redirection Filter Management
Usage of these methods is illustrated in most sample applications.

PCASIM_SetPktRedirFilter

The PCARedir driver includes a filtering capability that inspects packets entering the filter from
the network (received on the lower adapter binding) or being sent from the host (“received” on
the virtual adapter binding).

The function prototype is below:

DWORD WINAPI

PCASIM_SetPktRedirFilter(
HANDLE hAdapter,
PPKT_REDIR_FILTER_ENTRY pPktRedirFilterList,
ULONG nPktRedirFilterListEntryCount

);

First of all, recall that there are two independent filters:

9 Filter on Virtual Adapter — Filters packet being sent by the local host.
9 Filter on Lower Adapter — Filters packet being received from the network.

The hAdapterparameter passed to PCASIM_SetPktRedirFilter specifies the interface that the
filter is to operate on.

A filter consists of an array of one or more PKT_REDIR_FILTER_ENTRY structures. Each filter
entry has the following structure:

typedef

struct _PKT_REDIR_FILTER_ENTRY

{
ULONG m_IPSrcAddressRangeStart; /I Start Of Inclusive Range
ULONG m_IPSrcAddressRangeEnd,; /I End Of Inclusive Range
ULONG m_IPDstAddressRangeStart; /I Start Of Inclusive Range
ULONG m_IPDstAddressRangeEnd; /I End Of Inclusive Range
ULONG m_nFilterAction; /I Action Bitmap.

ULONG m_nReserved;

PKT_REDIR_FILTER_ENTRY, *PPKT_REDIR_FILTER_ENTRY;

The filter allows the application to specify IPv4 source and destinations as a range of addresses.
IPv4 addresses are specified in network byte order.



When a packet matches the address criteria one of four actions can be performed on the
packet:

PASS - Ignore the packet and let it continue along the originally intended path.
BLOCK — Block or drop the packet.

READ — Make a copy of the packet that can be read by the application.

REDIRECT - Block or drop the packet and also make a copy of the packet that can be
read by the application.
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Although PCARedir filters can BLOCK packets based on IPv4 source and destination ranges, it
would not be a good firewall. The implementation is much too simple for that application.

Similarly, although PCARedir can READ or “sniff” packets, it does so using per-packet /0 which
is not a good approach for network monitoring.

The REDIRECT action is the only action that is truly useful to PCARedir users. This action results
in interception of the packet and routing it to the user-mode application via a ReadFile I/0
operation (See the Packet I/O topic below). The user-mode application can inspect the packet in
more detail and basically do whatever it desires.

When filtering a packet the NDIS filter driver will search the filter entry list sequentially and use
the first match that it finds.

Each time PCASIM_SetPktRedirFilter is called the any existing filter is entirely replaced with the
new filter.

As an additional note, the sample PCARedir driver will bind on all Ethernet adapters on the
host. However, when running on Vista and later platforms (NDIS 6 LWF) the driver initially
attaches in Data Bypass Mode. In this mode the presence of the PCARedir binding imposes
minimal impact on system performance; NDIS does not call the PCARedir send and receive
callbacks in this mode.

The PCARedir driver stays in Data Bypass Mode on each binding until a redirection filter is set
on the binding. When afilter is set the PCARedir driver installs the send and receive callbacks
on the binding.

PCASIM_ResetPktRedirFilter

This function clears the filter list on the specified NDIS filter binding handle.

DWORD WINAPI
PCASIM_ResetPktRedirFilter(



HANDLE hAdapter
);

Packet 170
Packet 1/0 on the IRedir driver can be performed using these functions exported from the
support DLL:

PCASIM_ReadOnAdapter - Wrapper around ReadFile function.
PCASIM_ReadOnAdapterEx- Wrapper around ReadFileEx function.
PCASIM_WriteOnAdapter - Wrapper around WriteFile function.
PCASIM_WriteOnAdapterEx - Wrapper around WriteFileEx function.

These are just trivial wrappers around standard Win32 API routines. Usage of these methods is
illustrated in most sample applications.

The packet data read or written consists of the complete Ethernet packet. This includes the 14-
byte Ethernet header and the Ethernet payload.

It is important to remember the relationship between the PCARedir virtual and lower bindings
and the data read or written:

Reads on Lower Binding Handle — Reads data received from the network.
Reads on Virtual Binding Handle — Reads data being sent from the local host.
Writes on Lower Binding Handle — Transmits data on the network.
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Writes on Virtual Binding Handle — Indicates a packet upwards to be received by the
local host.

Reads return only those packets that match a filter entry that has the READ or REDIRECT action
specified. If no PCARedir filter has been set, then no packets will be read.

The source code to the packet I/O functions is found in the PcaFilterApi/RWIOAPI.CPP module.
If you are familiar with direct use of underlying Win32 APl and want to use more advanced
asynchronous I/0 techniques, then that is appropriate.

It is also worth noting that it is reasonable to actually have multiple concurrent packet read
operations in outstanding. This might improve throughput in some cases.



Making NDIS Requests on an Adapter Handle

PCASIM_MakeNdisRequest

This function provides the capability to make NDIS requests to query and set information on an
open adapter binding handle. It has the following prototype:

BOOL WINAPI

PCASIM_MakeNdisRequest(
HANDLE hDevice,
PSIM_REQUEST pSIMRequest,
LPOVERLAPPED IpOverlapped

);

NDIS OID definitions compatible with Visual Studio 2008 are are defined in the NtDDNdis.h
header provided in the Windows Software Development Kit (SDK) for Windows Server 2008
(SDK v6.1).



Appendix B
PCAUSA Network Driver Framework (NDF)

Introduction

The PCAUSA Network Driver Framework (NDF) is not a sophisticated black-box framework like
the Windows Driver Foundation (WDF) Kernel-Mode Driver Framework (KMDF). Instead, it is a
compilation and distillation of lightweight functions that PCAUSA uses to simplify the sample
drivers and make them more uniform and readable.

Complete sources to the NDF are included with the product. However, you can expect changes
and enhancements to the NDF in future product releases.

The NDF currently includes facilities in these categories:
9 Debug Message Output
9 Simplified Cancel-Safe IRP Queuing
9 Similar NDIS_PACKET and NET_BUFFER Data Access Functions

The NDF version that you receive may include other functionality that may not be used or
documented in the sample that you receive.

NDF Debug Print Facility

The NDF provides a uniform method for sending debug messages:
VOID
Ndf_DbgPrint  (
IN ULONG DebugPrintLevel,
IN ULONG DebugPrintFlag,
IN PCCHAR DebugMessage,

9

The Ndf_DbgPrint  function includes arguments that can control:
1 DebugPrintLevel T The severity and verbosity of debug output.

i DebugPrintFlag T Used to select messages to be output.

The definitions used for these arguments are defined in NdfTrace.h.



NDF Cancel-Safe Queue

The NDF Cancel-Safe Queue facility is basically a thin wrapper around the Windows kernel
cancelsafe IRP queu€sQ) framework. The NDF CSQ is depends on these criteria:
9 IRPs are queued in a doubly-linked list.

9 The queue is protected by an NDIS spin lock

The system |0_CSQ structure is wrapped in a NDF_10_CSQ structure that has fields for both the
linked list and the companion NDIS spin lock:

/I NT CSQ structure with extensions

typedef
struct _NDF_IO_CSQ
{
I0_CSQ ioCsq;
LIST_ENTRY gList; /I List head for IRP queuing
NDIS_SPIN_LOCK glLock; /I List spinlock
ULONG gCount; /I Count of queued IRPs

} NDF_IO_CSQ, *PNDF_IO_CSQ;

NDF library provides implementations for the various routines needed by the kernel CSQ

framework:

1 Csqinsertlrp,
CsgRemovelrp,
CsqPeekNextlrp,
CsgAcquireLock,
CsqgReleaselock,
CsgCompleteCanceledirp
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The NDF CSQ implementation provides functions to initialize and de-initialize a NDF CSQ:
NTSTATUS
Ndf_loCsqglnitialize (
__in PNDF_IO_CSQ NdfloCsq
);

VOID
Ndf_loCsqgDeinitialize (
__in PNDF_IO_CSQ NdfloCsq
);
The Ndf_loCsqlnitialize function initializes the NDF CSQ linked list head and NDIS spin lock
and then calls the kernel loCsqlnitialize function. The Ndf_loCsgDeinitialize basically

just frees the NDIS spin lock.



After initialization the normal kernel CSQ routines are used to insert and remove IRPS in the

NDF CsQ:
1 loCsqglnsertlrp

1 loCsqglnsertlrpEx
1 loCsgRemoveNextlrp
1 loCsgRemovelrp

Of course there is a type cast from PNDF_IO_CSQ to PIO_CSQ that is required when making
these calls.
There are some occasions where the driver may need to perform operations other than simple
insertion and removal. The NDF CSQ exposes the locking calls to allow this to be done:

1 Ndf_CsqgAcquireLock

9 Ndf_CsgReleaselLock

Finally the NDF CSQ provides an auxiliary function which can be called to cancel all pending IRPs
in the NDF CSQ:
 Ndf_loCsgPurgePendinglrps

NDF Packet Access

The NDF packet data access methods provide are helpful in accessing data in NDIS packets
(NDIS 5) and NDIS net buffers (NDIS 6). NDF currently supports these access methods:

=

Ndf ReadOnPacket
Ndf_WriteOnPacket
1 Ndf_GetFlatDataPointerFromPacket

==

1 Ndf_CopyMdIChainToMemory

=

Ndf_ReadOnNetBuffer
1 Ndf_GetFlatDataPointerFromNetBuffer

NDF Packet Classification

The NDF provides a very limited but uniform method for classifying packets. Methods are
provided to fetch packet classification data from NDIS packets (NDIS 5 ) and NDIS net buffers
(NDIS 6):

Ndf_GetMetaDataFromPacket
Ndf_GetMetaDataFromReceivelndication
Ndf _GetMetaDataFromNetBuffer

Ndf _GetMetaDa taFromMdIChain
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For all platforms packet classification information is returned in a common
NDF_PACKET_METADATA structure.

The meta-data structure provides convenient access to:
1 Link-Layer Headers

9 Network/Internet Layer Headers (IPv4 and ARP)
9 Transport Layer Headers (TCP, UDP and ICMP)



